Sl PFage |Section RFP Clause Clause/Technical Specification Bidder's Query #ank’s Reply
Ne. Ha.
1 2 A. BID $CHEDULER |Performance Bank 3% of Total Order Yalue Request lor deletion of this clause |Bidder has to comply with the
ABBREVIATIONS Guarantes/Bid RFP terms.
Security If the Security Deposit {Performance Guarantes is not submitted within the
time
stipulated above, penatty at §.50% for each completed calendar week of delay
or part
theres! on the value of the order (Exclusive of Taxes) plus GST will be
deducted from
the delivery payment ar from any other payments for the delay in submission
of Bank
Guarantee. The total penalty under this clause shall be restricted ta 5% of the
totat
order value (Exclusive of Taxes) plus GST.
2 6 LIST OF CONTENTS [SECTION F - Acceptance of offer: In case the selected bidder fails to conduct an event as per stipulated Bidder has to comply with the
OWNERSHIP & In case the selected bidder fails to conduct an event as per stipuiated schedule, the Bank reserves the right 1o get it conducted by aiternate RFP terms.
AWARDING OF schedule, the Bank reserves the right to get it conducted by altemate sources lsonwces at the risk, cost and responsibility of the selected tidder by giving
CONTRACT at the risk, cost and responsibitity of the selected bidder by giving 7 days prior|? 30 days prior notice to the bidder. However. the ljabiiity of selected
notice to the bidder. Pidder n this clause shall not excesd 5% of the cost of undetiverad gouds
of unperformanced Services.
} ] LIST OF CONTENTS |SECTIOM F - Award of Contract: after the award of the contract, if the selected bidder does not perform  |Bidder has to comply with the
CAWNERSHIP & After the award of the contract, if the selected bidder does not perform satisfactonily or detays execution of the contract, the Bank reserves the  |RFP terms,
AWARDNG OF satisfactorily or delays sxecution of the contract, the Bank reserves the right |right to get the balance contract executed by another party of its choice
CONTRACT to get the balance contract executed by ancther party of its choice by giving {by giving one months notice for the same. in this even, the selected )
one months notice for the same. In this even, the selected bidder is bound to [bidder is bound to make good the additionsl expenditure, which the Bank
make good the additional expenditure, which the Bank may have ta incur to  |may have to incur to carry out for the execution of the balance of the
carry out for the execution of the balance of the order/contract. Such order/contract. Such additional expenditure shall be incurved by the Bank
additional expenditure shall be incurred by the Bank within reasonable limits |within reasonable limits & at comparable price prevailing in the market.
& at comparable price prevailing in the market. This clause is also applicable, This clause is also applicable, if for any reason, the contract is cancelled.
if for any reason, the contract is cancelled. However, the liability of selectad bidder in this clause shall not exceed 5%
of the cask of undelivered goods or unperforinanced services.
4 & [LIST OF CONTENTS jSECTION G - GENERAL |Wegligence Negligence Bidder has to comply with the
CONDITHONS In connection with the wok or contravenes the provisions of General Terms, if|in connection with the work of contravenes the provisions of General RFP terms.
the selected bidder naglects to execute the work due diligence or expedition [Terms, if the selectad bidder neglects to execute the work due diligence
or refuses of neglects to comply with any reasonable order given to him in ar expedition or refuses or neglects to comply with any reasonable order
lwriting by the Bank, in such eventuality, the Bank may after giving notice in  [given to him in writing by the Bank, in such eventuality, the Bank may
writing to the selected bidder calling upon him to make good the fallure, after giving nodice in writing of one month 10 the selected bidder calling
neglect or contravention complained of, within such times as may be deemed (upon him to make good the failure, neglect or contravention complasned
reasonable and in default of the said notice, the Bank shall have the right to  |of, within such tmes as may be deemed reasonable and in defaulf of the
cancel the Contract holding the selected bidder liable for the damages that  isakl notice, the Bank shall have the right to cancel the Contract halding R
the Bank may sustain in this behalf. Thereafter, the Bank may make good the |the selected bidder Liabie for the damages that the Bank may sustain in
tailure at the risk and cost of the selected bidder. " |this betalf. Thereafter, the Bank may make good the failure at the risk
and cost of the selected bidder. Howewer, the hability of setected bidder
in this clawse shall not exceed 5% of the cost of undelivered goods or
unperomanced services,
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No, Mo,
) & LIST OF CONTENTS |SECTION G - GENERAL [Indermnity Clause to be modified a5 under: Bidder has to comply with the
CONDMTIONS 14,1 The bidder shall keep and hold the Bank ified and harmless from  find ity RFF terms.
time to time and at all times against all actions, proceedings, claims, suits, 4.1 The bidder shall keep and hold the Bank indemnified and harmless
liabilities (including stacutory tiability), penalties, demands, charges, costs {rom time to time and at all times against all actual, proven and direct
(including legal costs) and expertses, damages, fosses and any other expenses |actions, proceedings, claims, suits, lisbilities fincluding statutory
which may be caused to or suffered by or made or taken against the Bank liability}, penalties, demands, charges, costs {including legal costs) and
arising out of: expenses, damages, losses and any other expenses which may be caused
14.1.1 The breach, default or non-performance of undertakings, warranties, [t or suffered by or made or taken against the Bank arising out of:
cavenants or cbligations by the bidder; 14.1.1 The breach, default or non-performance of undertakings,
14.1.2 Any contravention or Ho-compliance with any applicable Laws, representation and warranties, covenants or obligations by the bidder;
regulations, rules, statutory or legal requirements by the bidder; 14.1.2 Arw contravention or No-compliance with any applicable laws,
14.2 The bidder shalt indemntfy, protect and save the Bank against all claims, [requlations, rules, statutory of legal requirements by the bidder;
losses, costs, damages, expenses, action suits and other proceedings, resulting]14.2 The bidder shall indemnify, protect and save the Bank against all
from infringement of any law pertaining to patent, trademarks, copyrights actual, proven and direct claims, losses, costs, damages, expenses, action
etc. or such other statutory fnfringements in respect of Solution supplied by [suits and other proceedings, resulting Trom infringernent of any law
them, pertaining to patent, trademarks, copyrights ete. or such other statutory
14.2.1 All indmenities shall service notwithstanding expiry or termination of  [infringements in raspect of Solution supplied by them.
the contract and bidder shall continue to be tiable under the indemnities, 14.2.1 Alf indemnities shall service notwithstanding expiry of termination
4.2.2 The limits specified in above clause shall net apply to claims made by [of the contract and bidder shall continue to be liable under the
the Bank/third parties in case of infring 1 of intellectual property rights | indk L
or for claims relating to the loss or damage to real property and tangibte 14.2.7 The timits specified in above clause shall not apply to clakms made
personal property and for bodily injury or deat and in these cases the liability |by the Bank/third parties in case of infringement, of intellectual property
will be unlimited. rights ar for ctaims relaving 1o the {oss or damage to real property and
14.2.3 All Employees engaged by the bidder shall be in sale employ tof  jtangible personal property and for bodily injury or deal and in these cases
the bidder and the bidder shalt be solely responsible for their salaries, wages, fthe liabitity will be unlimited.
statutory payments etc. That under fio circumstances shall the Bank be liable |14.2.3 Alt Employees engaged by the bidder shall be in sole employment
Fmr b o mlaiee ar H Liovlosding b st lieoigad b X g biddne sad the bidder chall b rnladis ilaka, £, thair rabsring
6 6 |LIST OF CONTENTS [SECTHOM G - GEMERAL |Resolution of disputes Folkowing para to be added as under: Bidder has to comply with the
CONDITIONS Cast of Arbitracton shall be borne by parties equally, RFP terms,
7 [ LIST OF CONTENTS |SECTION G - GEMERAL |Indemnity Performance indemmities not limited to third party claims Bidder has to comply with the

(CONDITIONS

14.1 The bidder shall keep and hold the Bank indemnified and harmless from
time to time and at alt times against all actions, proceedings, claims, suits,
liabHities (including statutory liability), penalties, demands, charges, costs
{including legat costs) and expenses, damages, losses and any other expenses
which may be caused to or sufferad by o madke or taken against the Bank
arising out of:

14,1. % The breach, default or non-performance of undertakings, warranties,

€ s or obligations by the bidder;

F4.1,2 2y cont ion or No-compliance with any applicable laws,
regulations, rules, statutory or legal requirements by the bidder;

14.2 The bidder shall indemnify, protect and save the Bank against all claims,
losses, costs, damages, expenses, action suits and other proceedings, resulting
from infringement of any law pertaining to patent, trademarks, copyrights
1. o such other statutory infringements in respect of Solution supplied by
them.

14.2.1 Al mdmenities shall service notwithstanding expiry or termination of
the contract and bidder shall continue to be liable under the indemnities,
14.2.2 The limits specified in above clause shatl not apply to claims made by
the Bank/third parties in case of infringement of intellectual property rights
or for claims relating to the 1055 or damage to real property and tangible
personal praperty and for bodily injury or deat and in these cases the tability
will be unlimited.

14.2.3 all Emptoyees engaged by the bidder shall be in sole employment of
the bidder and the bidder shall be solely responsible for their salaries, wages,
statutory payments etc. That under no circumstances shatl the Bank be liable

Indirect /comsequential tosses not excluded., -

Request from Bidder - We request you to please cap the liability of the
bidder o the TCO of the contract value in case of Performance
tndemenity. Also to remave indirect/consequential losses from the
wdemnity.

Lo sy arclim oo iineloding bu et pust Liesdbed ¢

RFP terms.
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-] ] LIST OF CONTENTS [SECTION G - GENERAL Hegligence Uncapped Risk Purchase Bidder has to comply with the
CONDITIONS In connection with the waork or contravenes the provisions of General Terms, if RFP terms.
the selected bidder neglects Lo execute the work due diligence or expedition |Bidder Request -
or refuses of neglects to comply with any reasonable ordes given to him in In connection with the work or contravenes the provisions of General
writing by the Bank, in such eventuality, the Bark may after giving notice in | Terms, if the selected bidder neglects to execute the work with due
writing to the selected bidder calling upon him to make good the failure, diligence or expedition or refuses or neglects to comply with any
neglect or contravention complained of, within such times as may be deemed |reasonable order given to him i writing by the Bank, in such eventuality,
reasonable and in default of the said notice, the Bank shall have the right to  |the Bank may after giving notice in wiiting to the selected bidder calling
cancel the Contract botding the selected bidder Uable for the damages that  fupon him to make good the failure, neglect or contravention complained
the Bank may sustain in this behalf, Theraafter, the Bank may make good the |of, within such times as may be deemed reasonable and 1n default of the
failure at the risk and cost of the selected bidder. said notice, the Bank shall have the right to cancel the Contract holding
the selected bidder tiable for the damages that the Bank may sustain in
this behall. Thereafter, the Bank may make good the failure at the risk
and cost of the selected bidder. Howaver, the Bidder's total aggregate
limbility for any direct losses incurred by the Bank under this section
shall not excesd 10% of the total Contract Price.
9 & LIST OF CONTENTS |SECTION G - GEMERAL |7.Negligence Bank to kindly confirm that any cancellation or termination of contract  |Bidder has to comply with the
CONDITHONS wiill be done only after giving 30 days written notice to the Bidder to cure |RFP terms.
or remedy the default and oMy upon failure of the Bidder 1o remedy of
cure such default.
10 & LIST OF CONTENTS |SECTION G - GENERAL |10.Insurance Bank to confinm that the nsurance pravided for the Hardware would be | Bidder has to comply with the
CONDITIONS transit insurance Gl the point of delivery. RFF tesms.
1t 6 LIST OFf CONTENTS |SECTION G - GENERAL |11.Guaranteas Bank to confirm that all hardware & software to be supplied comes with  |Bidder has to comply with the
CONDITIONS the QEM/Software Licensor guarantee. RFP terms.
12 13 LIST OF CONTENTS [SECTION G - GENERAL | 12.Intellectual Property Rights We request that provisions related to Indemnity be restricted to Thicd Bidder has to comply with the

CONDITIONS

the Services provided by Bidder,

party indemnification claims arising from infringement of IPR in respect of jRFP terms.
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13 ] LIST OF CONTENTS |SECTION G - GEMERAL |Indemnity We request the below modifications to Clause 14-(ndemnity Clause from  |Bidder has to comply with the
CONDITIONS 4.1 The bidder shall keep and hold the Bank indemnified and hammless from  |the General Terms & Conditions: RFF termns.
time to time and at all times against al actions, proceedings, <laims, suits,
liabilithes {including statutory liability), penaities, demands, charges, costs 14.1 The Bidder shall keep the Bank indemnified against claims (including
lincluding legal costs) and expenses, damages, losses and any ather expenses |reasonable legal costs) which may be caused to or suffer by or made or
which may be caused to or suffered by or made or taken agajnst the Bank takan against the Bank arising out of:
arising out of: 14.1.1 Statutory and/or regulatory claims, suits, actions or proceedings
14.1.1 The breach, default or non-performance of undertakings, warranties,  |against the Bank arlsing directly from Bidder's breach jor alleged Breach)
covenants or obligations by the bidder; of applicable tax ivitiated by an appropriate governing body or authorty.
14.1.7 Any contravention or Ho-compliance with any applicable laws,
regulations, rules, statutory or legal requirements by the bidder: 14.2 The bidder shall keep the Bank indemnified against Yrd party IPR
14.2 The bidder shall indemnify, protect and save the Bank against all claims, |claims leading Lo court awarded damages against the Bark from
losses, costs, damages, expenses, action suits and other proceedings, resulting|infringement of any law pertaining to patents, trademarks, copyrights
from infringement of any taw pertaining to patent, trademarks, capyrights ete. in respect of the Services provided by the Bidder:
eLc. of stch other statutory infangements in respect of Solution supplied by |14.2.1 ALl indemmnities shatl survive notwithstanding expiry o termination
them. of the contract.
14.2.1 Al indmenities shall service notwithstanding expiry of termination of  |14.2.2 the limits specified in above clause shall not apply to claims made
the contract and bidder shall continue 1o be liable under the indemnities. by the Bank/third parties in case of infringement of Intellectual Property
14.2.2 The limits specified in above clause shall nat apply to claims made by |Rights. For claims relating 1o (raudulent misrepresentation, bodily injury
the Bank/third parties in case of infring of i tual property rights  or death arfsing from bidder's negligence, in these cases the liability witl
or for claims relating to the Loss or damage 1o real property and tangible be unlimited.
personal property and for bodily injury or deal and in these cases the liability [14.2.3 all employees engaged by the Bidder shall be in employment of
will be unlinvited, the bidder/or its subcontractor and the bidder/subcontractor shatl be
14.2.3 AU Employees engaged by the bidder shall be in sole employment of solely liable for their salaries, wages, statutory payments etc. the Bank
the bidder and the bidder shall be solely responsible for their salaries, wages, may not be held table for any payment or claim or compensation by any
Istatutory payments etc. That under no clrtumstances shall the Bank be able iemployee/personnel of the bidder except on account of injury, bodily
dor e & _ar claiom o bag nes li Sniparg s den b e A ot ' of tha Bank
14 7 SECTION G - 6. Inspection of Bank at its discretion may verify the accounts amd records or appmnt thmi Bank at its discretion may verify the accounts and records or appoist third [Bidder has 1o comply with tha
GENERAL Records party for verification including an auditor for awdit of accounts and records  |party for verification including an auditor for audit of accounts and RFF tenms,
CONDITHONS including Hardware, Software & other items provided 10 the Bank under this  |records including Hardware, Software & other items provided e the Bank
RFP and the vendor shalt extend all cooperation in this regard. under this RFF and the vendor shall extend all cooperation in this regard.
Hotwithitanding the foregoing, an audit conducted by the Bank's
linternal or external auditors shall exchude from its purview any
information or records pertaining to Bidder's internat cost data,
15 7 LIST OF LIST OF SECTION F - 10.Pricing 10.3.Prices quated must be firm till the price vatidity period. Bidder has to comply with the
CONTENTS OWNERSHIP & 10.3.Ho escalation in price quoted is permitted for any reason whatspever. RFF terms.
AWARDING OF Prices quoted must be firm ti\ the price validity period.
CONTRACT
16 7 LIST OF LIST OF SECTION F - 10.Pricing 10.4.From the date of placing the order tilt the delivery of the systems, if [Bidder has to compty with the
COMTENTS OWNERSHIP & 10.4.From the date of placing the order till the detivery of the systems, if any any changes are RFP terms.
AWARDING OF changes are brought in the duties such as excise/customs etc., by the Gavernment
CONTRACT brought in the duties such as excise/customs etc., by the Government resulting in reduction of the cost of the systems, the benefit arising out of

resulting in reduction of the cost of the systems, the benefit arising out of
such reduction shall be

d on to the Bard.

such reduction shall be

passed on to the Bank. Any increase or decrease in the rates of the
applicable taxes, duties or any new levy on account of changes in law
shall be to the account of Bank.
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17 7 LIST OF LIST OF SECTIONF - 11. Order Cancellation/Termination of Contract 11.4, In case the selected bidder fails to conduct an event as per Bidder has to comply with the
CONTENTS OWNERSHIP & 11.4. In case the selected bidder fails to conduct an event as per stipulated tipulated schedule, the Bank reserves the right to get it conducted by RFF terms.
AWARDING OF schedule, the Bank reseeves the right to get it conducied by altemate sources [atternate sources at the risk, cost and responsibility of the selected
CONTRACT at the risk, cost and responsibility of the selected bidder by giving 7 days prior|bidder by giving 7 days prior natice to the bidder. However bidders
notice to the bidder, ility in this case will be limited ta 10% of the value of the goods or
services for which such option is exercised.
18 7 LIST OF LIST OF SECTIONF - 11, Order Cancellation/Termination of Contract 11.5. after the award of the contract, if the selected bidder delays Bidder has to comply with the
CONTENTS OWNERSHIP & 11.5. After the award of the contract, if the setected bidder does not perform jexecution of the contract, the Bank reserves the right 1o get the balance |RFP terms.
AWARDING OF satisfactority or delays execution of the contract, the Bank reserves the right |contract executed by another party of its choice by giving one months
CONTRACT to get the balance contract executed by another party of its choice by giving |natice for the same. in this event, the selected bidder is bound to make
one months notice for the same. I this event, the selected bidder is bound to |gocd the additional expenditure, which the Bank may have to incur to
make good the additional expenditure, which the Bank may have 10 incur to  |carmy out for the execukion of the balance of the order/contract. Such
carry out for the execution of the balance of the order/contract. Such {additional expenditure shall be incurred by the bank within reasonable
additignal expenditure shall be incurred by the bank within reasonable Uimits limits & at comparable price prevailing in the market. This clause is alse
& at comparable price prevailing in the market. This clause is also applicable, |applicable, if for any reasen, the contract i5 cancelled, However bidder's
if for any reason, the contract is cancelled. liability in this case will be limited to 10% of the value of the goods o
sarvices for which such option fs exercised.
19 7 LIST OF LIST OF SECTION F - 11. Order C (latkon/Termination of Contract Request for deletion of this clause Bidder has to comply with the
CONTENTS OWNERSHIP & 11.7. In addition to the canceltation of gurchase arder, the Bank reserves its RFP terms.
AWARDING OF right to invoke the Bank Guarantee or foreclose the Security Depasit given by
COWTRACT the bidder towards non- perf: e/non-compliance of the terms and
conditions of the contract, {0 appropriate towards damages.
20 L B. INTRODUCTION |11, Training ¥1. Training Is the Bank expecting the participant certification from OEM for the Yes
officials attended the training?
il 10 |B.introduction 4, Objective 4,1The solution thould be able to simulate the lastest attacks on the email The abjective is not inline with SOAR functionalities. The copy paste error Kindly refer Amendment.-2 1o this
g y, web g y and on endpoints p in the bank, {rom previows tender. to much due deligence done. RFP.
12 10 |B.introduction 4. Objective 4.2.The solution should be able to provide actionable reports on how to The objective is not inline with SOAR functionalities. The copy paste error Kindly refer amendment-2 to this
protect against the attack simulations using the tools present in the from previous tender. No much due deligence done. RFP.
envirenment
FA) 0 iB.letroduction 4. Dbjective 4.1The solution should be able to simulate the (astest attacks on the email | The objective mentioned are not as per the functionality of Security, Kindly refer Amendment-2 te this
gateway, web gateway and on endpaints present in the bank. orchestration, automation and response solution, RFP.
4 10 |B.introdu 4. Objective 4.2.The solution should be able 1o provide actionable reparts on how to The ohjective mentioned are not as per the functionality of Security, Kindly refer Amendment-1 to this
protect against the attack simulations using the ools present i the orchestration, autamation and response solution. RFP.
ehviromeant
5 10  |f.introduction 4, Qbjective 4.1The solution should be able to simulate the lastest attacks on the emait  |Please explain this point. Kindly refer Amendment-2 to this
gateway, web gateway and on endpoints present in the bank. RFP.
26 10 F Intraduction 4, Objective 4.1The solution shauld be able to simulate the lastest aktacks on the email Is Bank, kooking for a cyber range kind of solution? This is a feature of Kindty refer Amendment-2 1o this

13 ¥, web g y and on endpoints present in the bank.

cyber range solutions which simulate attacks?

Please confirm.

RFP.
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17 10 |B. INTRODUCTION |4. Objective 4.1. The solution should be able to simulate the latest attacks on the email|Please explain this poing. Kindly refer Amendment-2 to this
gateway, web gateway and on endpoints present in the bank, RFP,
#.%. The solution should be able to provide actionable reports on how to
protect against the attack simulabons using the tools present in the
environment.
18 1 |8 INTRODUCTION |5, Requirement 5. Requirement Details Request for includeding below clause - Bidder has to comply with the
Details 5.1. Bank invites sealed offers (‘Conformity to Eligibility Criteria’, "Technical |However, the no. of licenses should be restricted to +/-10% maximum of |RFP terms.
Proposal’ and ‘Commercial Bid') for procurement of Security Orchestration,  |the quantity quoted. additional prices shall be charged for the licenses
Automation, and Response Solution for Canara Bank as per Terms & supplied over the contracted gquantity.
Conditions, Technical Specifications and Scope of Work described elsewhere
in this document. This tender consists of following requirements:
Supply, Installation, Implementation, Roll Jut, Operations and Mantenance of
Security Orchestration, Automation, and Response Solution as per Annexure-7
& Annexgre 8.0 Humber of Licenses-2
Hate: Bank can procure any number of licenses during the contract period on
the same price which will be quated initially,
9 10 |B, INTRODUCTION {5, Requirement 5.2, The term of contract will be inftially for a period of § years from the The renewal will be mutually agreed between both parties and the Bidder has to comply with the
Detalls date of accepiance of purchase order and / or sigming the contract batween  |performance of the bidder during the contract period. RFP terms.
the bank and the selected Bidder renewable for a further period of 1 year.
The: renewal will be at the sole discration of the bank and the performance of
the bidder during the contract period.
0 10 |B INTRODUCTION |4, Objective 4.1. The solution should be able to simulate the (atest attacks on the ematl|Please explain this paint. Kindly refer amendment-2 1o this
gateway, web gateway and on endpoints present in the bank. RFP.
3 10 |B. INTRO N |4. Gbjective 4.1. The solution should be able to simulate the latest attacks on the email|The sofution desired by Bank does not have simulation feature. Bank has  [Kindly refer Amendment.2 to this
gateway, web gateway and on endpoints present in the bank, to look for attack skmulation software solution separately. Request Bank  |RFP.
to amend this objective so that It does not contradict with the actual
scope and expectacion.
2 10 1B. INTRODUCTION [4. Objective 4.2. The solution shoudd be able to provide actionable reports on how to|The solution desired by Bank does not have simulation feature, Bank has  |Kindly refer amendment-2 to this
protect against the attack simulations using the tools present in the|to lock for attack simulation software solution separately. Request Bank  |RFP.
environment . to amend this objective so that it does not contradice with the actual
sCope and expectation.
33 1t |B. INTRODUCTION [10. Existing 10.4. The successful bidder must design the sotution with high availabitity &t | Do we need to deploy the solution in HA mode at both DC & DR, Yes, the setup should be in HA in
Infrastructure secure infrastructure in Data Centre and Disaster Recovery site as per Industry active-passive mode.

accepted security standards and best practices.
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34 11 |8, INTRODUCTION |11, Training 11.1. Fhe Bidders shall provide training by OEM to the identified Bank €.an we provide the training at Bank's premise, as it would be better if we |Bidder has to comply with the
personnel / team on solution or Features / service architecture, and prowvide the training on the implemented salution. RFP terms.
fnctionality during and after implementation. The solution working should be
demonstrated to the IT & Information Security Management and staff of the
Bank after compietion of the impiementation and the review and feedback
should b implemented. Bidder has Lo arange the onsite-classroom tramning
with warkstations and required necessary amenities to facilitate the training.
Trawer should be well experienced and must have industry certification.
Location of the Training must be in Bengalury only. Bidder should provide the
trawning material and hands-on during the training.
35 1 B. INTRODUCTION |8, Scope of Work The Broader Scape of work shall include but not be limited as mentioned in  jRequest the customer 10 delete the words hut not limited 1o°. The scope  |Bidder has to comply with the
Annexure-8, The bidders are required to go through the complete RFP of work should be explicitely defined RFP terms.
document thoroughly. The obligation / responsibilities mentioned elsewhere
in the document, if any, shall be the integral part of the scope.
35 13 iv les & |1, Delivery, 1.3 Installation Schedyle Bath Hardware and Software installation is requested for two weeks Kindly refer Amendment.2 1o this
cw level Instatiation, 1.3.1. Instailation, Conficuration, Integration and Commjssioning of where software can only be instatled post hardware installation RFP.
agroement{SLAS} |Integraticn and Hardware § Other ftems {including Q5); The successful bidder shoutd ensure |completion . Hence we kindly request you to give two weeks from the
Commisstoning installation, configuration, Integration and commissioning of the delivered date of completion of hJw instaliation for S04R per each ordered
Hardwate and other items at the bank branch/office within 7 weeks from the [toaction.
date of delivery of all the materials for each ordered locations.
37 13 |€, Deliverables & |1. Delivery, 1.4 Project Timeling Need More clarity on real timeline of the project (where as per 1.4.1 says |Kindly refer Amendment-2 1o this
service level Installation, 1.4.4. Phase- R Lamentation]: eight weeks. 1.4.4 says 9 weeks and 1.4.5 says 10 weeks.) RFP.
agreement{SLAS} |integration and The Bidder has to ensure installation and complete working of the solution
k¥ jsstoning ithin Hine {%) weaks of acceptance of Purchase Order in the DR setup of the
bank. The successful bidder has to complete the implementation of all the
functionalities defined etsewhere wn the RFP.
k3] 13 |G, Deliverablas & |1. Delivery, 1.4 Project Timeline Need More clarity on real timeline of the project (where as per 1.4.1 says |Kindly refer Amendment-2 to this
sarvice lavel Installatéon, ] -3 {DC implem ivel: efght weeks. 1.4.4 says 9 weeks and 1.4.5 says 10 weeks. ), RFP.
agreement(SLAS] |integration and After successful completion of DR implementation, the selected Bidder should
C isshoning complete the rotl out of the entire solution in the DC setup of the bank within
Ten {10} weeks of acceptance of the Purchase Order.
39 13 |C, Deliverables § {1. Dalivery, 1,4 Project Timeline Request Bank to Amend the clause a3 ‘The bidder has to ensure Kindly refer Amendment-2 to this
service level Installation, 1,4.4. Phase-1 {UAT 1 ntation}: frstallation and completeworking of the solution within 11 weeks of RFP.
agreement{3LAS) |integration and The Bidder has to ensure installation and complete working of the solution acceptance of purchase order i the OR Setup of the Bank
Commissioning within Nine {9) weeks of acceptance of Purchase Order im the DR setup of the
bank. The successiul bidder has to complete the imph ation of all the
functionalities defined elsewhere in the RFP.
40 13 |C. Daliverables & |1, Delivery, 1.4 Project Timeline Request Bank to amend the clasuse As ™ After completion of DR Kindly refer Amendment-2 to this
service level Hnstallation, 1.4.5. Phase-2 {DC implementation snd Go Live}; Implementation, The selected Bidder Should complete the rall out of the |RFF.
agreementisLAS) |Integration and After successful completion of DR implementation, the selected Bidder should jentire solution in BC setu of the i 13
[« i ing complete the rell out of the entire solution in the DC setup of the bank within jof the pyrchase order
Ten {10) weeks of acceptance of the Purchase Order
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Bank’s Reply

51 Page |Section REP Clause Clause/Technical Spacification Bidder's Query
Ho. Na.
41 13 €. Deliverables & |1, Delivery, 1.2, Delivery Schedule is as follows: Request Bank to amend the clause as "Supply of Hardware and other Bidder has we comply with the
service lavel Installation, 1.2.1. Supply of Hardware & other Itams {including Q%) items { including O5) within 9 wesks from the date of acceptance of the [RFP terms,
agreement{SLAST [Integration and Within Seven (7) weeks from the date of ac¢eptance of Purchase Order or purchase order”.
Commissioning Eight (8] wesks from the date of issue of Purchase Order whichever is eartier.
42 13 [C, Deliverables & |1, Delivery, 1.4 Project Timeline As per Clauge ¥ 1.4.1 Supply, installation, and implementation of solution |Kindly refer Amendment-2 to thiz
Servi | Installation, 1.4.4 -1 {UAT and DR Implamentation); should be completed within % weeks from date of acceptance of purcha  |RFP.
eemen{{5LAS Integration and The Bidder has to ensure instaltarion and complete working of the salution order, as per this clous Bider get only 5 days, requesting to increase
Commissioning within Nine (9} weeks of acceptance of Purchase Order in the DR setup of the |duration for intallation. implernentation
bank. The successful bidder has to complete the implementation of all the
functionalities definad elsewhere in the RFP,
43 11 |C. Deliverabies & | 1. Delivery, 1.4 Prey Timeline As per Clause # 1.4.1 Supply, installation, and impl ation of solution |Kindly refer amendment-2 to this
setvice lavel Installation, 1.4.5. P| DL i and Go Liv. should be completed within 10 weeks from date of acceptance of purcha |RFP.
agreement{SLAST tintegration and After successful completion of DR implementation, the setected Bidder should order, a3 per this clouse Bider ger only § days, requesting 1o increase
[ fssloning complete the roll out of the entire scdution in the DC setup of the bank within |duration for intallation, implementation
Ten (10) weeks of acceptance of the Purchase Order.
44 13 |C. DELIVERABLES & |1. Delivery, 1.2. Delivery Schedute is as follows: Request you to extend the delivery and supply timeline to 12 weeks from [Bidder has to comply with the
SERVICE LEVEL Installation, 1.2.1. Supply of Hardware & other Items {including O5): Within Seven (7)  {the date of PO Acceptance RFP terms.
AGREEMENTS Integration and weeks from the date of acceptance of Purchase Order or Eight (8) weeks from
{5LAS) Commissioning the date of issue of Purchase Order whichever is earlier,
1.2.2. Supply of Security Orchestration, A ton, and Resp
Solution: Within Seven {7) weeks from the date of acceptance of Purchase
Order or Eight {8) weeks from the date of issue of Purchase Order whichever is
earlier.
45 13 |C. DELIVERABLES & |1. Delivery, 1.3, Installation Schedule: Request you ko kindly change the timelines from 2 weeks to minimum 6 [Kindly refer Amendment-2 to this
SERVICE LEVEL Instaltation, 1,3.2. Instalation, Configuration, Integration and Commissioning of weeks. RFP.
AGREEMENTS Integration and Security Orchestration, Automation, and Response Solution: The successful
{S5LAS) Commissioning bidder should ensure installation, configuration, Integration and
C issioning of the deli d Security Orchestration, Automation, and
Response Solution at the bank branch/office within 2 wesks from the date of
detivery of Security Orchestration, Automation, and Response Solution for
each ordered locations.
46 13 |C Deliverables & 1. Delivery, 1.4 Pro imeline Time lines to be changed from T+1 Week to T + 14 Weeks ( considering 8 [Kindly refer Amendment-2 to this
12&13 levet Installation, 1.4,4. Phase-1 {UAT and DR Implementation); weeks for product delivery and 6 weeks for installation) RFP.
agreement{SLAS} |ntegration and The Bidder has to ensure instaltation and complete working of the solution
‘Commissioning within Nine (9) weeks of acceptance of Purchase Order in the DR setug of the
bank. The successiul bickder has to complete the ation of all the
functionalities defined elsewhere in the RFP,
47 3 |C, Detiverghlas & |1. Delivery, 1.4 Project Timeline Téme lines to be changed from T+1 Week ta T + 16 Weeks ( considering 8 [Kindly refer amendment-2 to this
service level tnstallation, 1.4.5. Ph implemen nd Go Live]: weeks for product delivery and 8 weeks for installation) RFP,
agreement{SLAS) [Integration and After successful completion of DR implementation, the selected Bidder should
c fssioning complete the rofl out of the entire salution in the DC setup of the bank within
Ten (10) weeks of acceptance of the Purchase Order,
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sl Page |Section RFP Clause Clayse/Technical Specification Bidder's Query Bank's Reply

Ho. M,

48 13 |C, Deliverables & |1.4. Project 1.4,1. Supply, Installation and Implementation of the Solution should be|Requesting you modify the clause as “Supply, installation  and Bidder has to comply with the
jotvica lovel Timelines: completed within Eight weeks from the date of acceptance of the Purchase Implementation of the Solution should be completed within Tweleve [RFF terms.
RreementiSLAS] Order. weeks from the date of acceptance of the Purchase Order”

49 13 |C, DELWVERABLES G |1, Detivery, 1.2. Delivery Schedule is a3 follows; Request Bank to change Kindly refer amendment-2 to this
SERVICE LEVEL Installation, 1.2.1, Supply of Hardware & other ltems {including O5): Within Seven (7} Supply of Hardware & Other items From 7/8 10 10-12 weeks. RFP.

AGREEMENTS Integration and weels from the date of acceptance of Purchase Order or Eight {8) weeks from |Supply of SOAR - from 7/8 weeks to 10-12 weeks
{5LAS) Commissioning the date of issue of Purchase Order whichever is earlier.

1.2.2. Supply of Security Orchestration, automation, and Response Solution:

Within Seven (7) weeks from the date of acceptance of Purchase Order or

Eight (8) weeks from the date of issue of Purchase Order whichever is earlier.

50 13 |C. DELIVERABLES £ |1, Delivery, 1.3, Installation Schedule: Request bank to Keep only Installation and configuration for 2 weeks. Kindly refer amendment-2 to this

SERVICE LEVEL installaticn, 1.3.7. Installation, Cenfiguratton, Integration and Commissioning of Secwity  [Integration and creating playbook would need additional time which can  |RFP,
AGREEMENTS Integration and Orchestration, Automation, and Response Solution: The successiul bidder be discussed during the workshap that would be needed. The objective of
(SLAS) Commissioning should ensure installation, configuration, Integration and commissioning of the|the workshop would be to understand the current SIEM solution, events

detivered Security Orchestration, Automation, and Response Solution at the  generated and how many automations need to be brought in.
bank branch/office within 2 weehs from the date of delivery of Security
Orehestration, Automation, and Response Sclution for each orderad Locations.

51 13 |C. DELIVERABLES & |1, Pelivery, 1.6. The Installation will be d d as fncomplete if any comp of the  |Request Bank to amend this condition and align with the recommendation Bidder has to comply with the
SERVICE LEVEL Installatéon, Solution is not delivered or 15 detivered but not installed and 7 or not glven as part of clawse 1.3.2 RFP terms.

AGREEMENTS integration and operational or not acceptable to the ank after acceptance testing/

{SLAS) C isstoning #on. In such an event, the supply and installation will be tesmed as
incomplate and systemqs) will not be accepted and the warranty period will
not commence. The instailation will be accepted only after complete
<ommissioning of Solution.

52 t4 |C.Dalverables & |2. Security 2.1. The Bidder has vo use standard procedures like hardening, dedicated Please confinm if bank will provide the hardening & configuration relevant [Bidder has to comply with the
service level configuration in order to comply security standards including cyber security.  |security policies to comply with, RFP terms,
agresment{LAS}

53 14  |C. Deliverables & |2 Security 2.3, The Bank may conduct security audit in the proposed solution atter Request you to change the clause as follows: Bidder has to comply with the
setvice lovel complete implementation. Bank may conduct security audit in the proposed solution within 3 months |RFP terms.
agresment(SLAS) after implementation.

54 15 |C. Defiverables & ]4. Uptime 4.1, The bidder shall guarantee a 24a7x365 availability with monthly vptime {1t is assumed that Bank already has recpuired tool to monitor the uptime of  Bidder has to comply with the
service lovel of 99.90% for the solution as specified in Annexure-7 and Scope of Wark, our deployed solution. Please confinm. RFP terms.
apreementiSLAS) dring the period of the Coatract and also during ATS, if contracted, which

shall be calculated on monthly basis,
-] 15 |C. DELIVERABLES & |3. Accaptance 3.1, Bank will evaluate the offered Solution implemented by the bidder. if thelRequest for includeding betow clauce -

SERVICE LEVEL
AGREEMENTS
{SLAS)

solution experiences no failures and functions according 1o the requirements
of the RFP as determined by the Bank during the implementation pericd, then
the solution will be accepted by the Bank and the project will be considered
as deemed signed-off.

3.1, After the Solution has been accepted by the Bank, the Yendor may
submit an invoice for the Solutkon.

3.3. The warranty will start from the date of Go-Live.

Services andfor deliverables shall be d d to be fully and finally
accepted by the Bank in the event when Bank has not submitted its
acceptance or rejection response in writing to Bidder within 15 days from
the date of instailation/ commissioning or when Bank uses the Deliverable
in its business, whichever occurs earlier, Parties agree that Sidder shall
have 15 days time 10 correct in case of any rejection by Bank.

Bidder has to comply with the
RFP terms.

Page 9 of 36



Replies to Prabi aries for RFP 020-21 d 04/01/2021 for ly, Installation mentation, Roll Out, Operati d Maintanan, curity Orchestration tion, and Respon: lution in Canar.

SL Page |Section RFP Clause Clause/Technical Specification |eidder's Query Bank's Reply

Me. No.

56 15 |G, Deliverables & |4, Uptime 4.1. The bidder shall guarantee a 24x7x 365 availability with monthly uptime |Assumption is we can use banks current monitoring system to monitor,  {Bidder has o comply with the
Servi of 99.90% for the solution as specified in Annexure- 7 and Scope of Work, measure and report the availability for this solution. RFF terms.
2greement{SLASY during the period of the Contract and also during ATS, if contracted, which

shall be caleulated on monthly basis.

57 16 |C. DELIVERABLES & | 5. 5. Penalties/Liquidated Damages 0.2% (plus GST) per week or part thereof. Bidder has 1o comply with the
SERVICE LEVEL Penalties/Liquidated RFF terms.

AGREEMENTS Damages Maximum penalty to be capped 2.5% of TCV {under all the penalties &
[SLAS} Liquidated damages clause).

58 16 |C. DELIVERABLES & 5. 5.1. Penalties/Liquidated damages for delay in Delivery of Hardware and [5.1.3. However, the total Penalty/LD to be recovered untler above Bidder has to comply with the

SERVICE LEVEL Penalties/Liquidated |Solution/Software would be as under: clauses 5.1.1 & 5.1.2 shall be restricted to 3% of Annualized Contract RFP terms.
AGREEMENTS Damages 5.1.1. Non-compliance of the Supply/delivery as per clause 1.2.1 will result in|Value and penalty for a given month should not be more than 3% of
(SLAS) impasing penalty of 0.50% on delay in delivery per week or part thereol plus  [monthly invoice vatue{exclusive of Taxes).

GST by the Bank on the Invaice value of Hardware Items (including 05} )
(exctusive of Taxes) location/office address wise,

5.1.2. Hon-compitance of the Supply /detivery of Security Orchestration,

Automation, and Response Solution as per clause 1.2.2 whl result in the

impesing penalty of 0.50% on delay in delivery per week or part thereof plus

G5T by the Bank on the invoice value of Security Orchestration, Automation,

and Response Solution {exclusive of Taxes) location/office address wise,

5.1.3. However, the total Penalty/LD to be recovered under clause 5.1.1 &

5.1.2 shall be restricted to 5% of the total value of the order (exclusive of

Taxes) plus G57.

59 16  [C. DELIVERABLES & {5, $.2. Panatties/Liquidated damages for delay in installation and 5.2.3. However, the total Penalty/LD to be recovered under above Bidder has 1o comply with the

SERVICE LEVEL Penalties/Liquidated |C | ing of Hardware and Solution/Software would be as under: clauses 5.2.1 k& 5.2.7 shall be restricted 10 3% of Annualized Contract RFP terms.
AGREEMENTS Damages 5.2.1. Non-campliance of the Instaliation, Configuration, Integration and Walue and penalty for a given month should not be more than 3% of
{5LAS) Cammissioning of Hardware Appliance as per clause 1.3.1 will result in monthly invoice value {excligive of Taxes),

Impaosing penalty of 0.50% on delay in delivery per week or part thereof plus
GST by the Bank on the invoice value of Hardware Items {Including G5)
texclusive of Taes) location/office address wise,

$.2.2. Non-compliance of the nstallation, Configuration, Integration and
Commissioning of Security Orchestration, Automation, and Response Solution
as par clause 1.3.2 will resudt in imposing penalty of 0.50% on detay in
delivery per week or part thereof plus G5T by the Bank an the invoice value
{exclusive of Taxes) location/clifice address wise.

$.2.3. However, the total Penalty/LD 1o be recovered under clause 5.2.1 &
5.2.2 shail be restricted to 5% of the total value of the order {exclusive of
Taxes) pls GST.

60 16 |C. DELIVERABLES & [Penaltios and How ever the total penalty ¢ LD be recavered under the above clauses 6.1.1  |request ta change the total penalty / LD be recovered under the above  |Bidder has 1o comply with the
SERVICE LEVEL kiguidated Bamages 1and 6.1.2 shall be restricted 1o 10% {plus GST) of the total value of the order. |clauses .1.1 and 6.1.2 shall be restricted to 5% (plut GST) of the total RFP terms.

AGREEMENTS { exclusive of taxes) value of the order. | exclusive of taxes)
{5LA3)

61 16 |C. DELIVERABLES & |Fenalties and 99.00% to 9%.89% - 0.10% | Plus G5T) on invoice value*{exclusive of GST) for Request to change as below. Bidder has to comply with the
SERVICE LEVEL Ligujdated Darnages  |every one hour or Part there of. 99.00% to 99.89% - 0.10% { Plus GST} on invoice value*iexclusive of GSTh |RFP terms.

AGREEMENTS for not maintaini . for every § Hours or Part there of,
(SLAS) Ytime
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sl Fage |Section RFP Clause Clause/Technicat Specification Bidder's Query Bark's Raply

Na., Ho,

¥4 16 |C. DELIVERABLES & |Penalties and 98.00% 10 98.99% - 0.20% { Plus GST) on invoice value“{exclusive of GST) for  |Request 10 change as below. Bidder has to comply with the
SERVICE LEVEL Liguidatad Damages  |every one haur or Fart there of, 99.00% to 99.89% - 0.20% | Plus G5T} on invoice value“(exclusive of GST) |RFP terms.

AGREEMENTS for not ‘ for every 8 Hours or Part there of.
ASLASH uptime

63 16 |C. Detiverables § |Penalties and 97.00% 10 57.99% - 0.30% { Plus GST) on invoice vatue*(exclusive of GST) for  |Request 1o change as below. Bidder has to comply with the
seryice lavel Liguidated Damages  |every one howr or Part there of. 97.00% to 97.99% - 0.30% { Plus GST) on invoice value*{exclusive of G5T)  [RFP temns.
agreementisbAS) |for oot maj for every § Hours or Part there of,

uptime

64 16 |C. DELIVERABLES & [Panatties and 96.00% to 95.99% - 0.40% ( Plus G5T) on involce valus*texclusive of GST) for  |Request to change as below. Bidder has to comply with the
SERVICE LEVEL j amages |every one hour or Part there of 96, 00% 10 96.99% - 0.40% ( Plus G5T) on invoice value“{exclusive of GST) |RFP terms.

AGREEMENTS for not maintaining for every 8 Hour or Part there of.
{SLAS) uptime

45 16 |C. DELIVERABLES & |Penalties and 95.00% 1o 95.99% - 0.50% { Plus GST) on invoice value(exciusive of GST} for  |Request to change as below. Bidder has ta comply with the
SERVICE LEVEL Liguidated Damages |every one howr or Part there of. 95.00% 10 55.99% - 0.50% | Plus GST} on invoice value*(exclusive of GST) [RFF temms,

AGREEMENTS for not maintaining for every & hour ar Part there of,
(SLAS) uptime

66 16 |C. DELWERABLES & [Penalties and Less than 95% - 1% { Plus GST} on invoice value*(exclusive of GST) for every Request to change as below. Bidder has to comply with the
SERVICE LEVEL Liquidated Damages  1one hour or Part there of. Less than 95% - 1% | Plus GST) on invoice value*(exclusive of G5T) for RFP tefms.

AGREEMENTS for i every Hours or Part there of.
{sLAS) uptipe

&7 16 |C. DELIVERABLES & | Penalties and The maximum panalty levied shall not be mare than 10% of Invaice value.{plus |Request 1@ change as below. Bidder has 10 comply with the
SERVICE LEVEL Liguidated Damages  [gst) during the warranty period and 50% of AMC/ATS amount payable for one | The maximum penalty levied shall nat be more than 5% of Invoice RFP terms.

AGREEMENTS for not L year | plus Gst) during AW FATS period. value, (plus g5t} during the warranty period and 20% of AMC/ATS amount
{SLAS} yptime payable for one year { plus Gst) duning AMC/ATS period.

68 16 |C. DELIVERABLES & |Penalties and Penalty for onsite resofuce charges Total Penalty under this catogory to be timited to 10% of the Quarterty  |Bidder has ta comply with the
SERVICE LEVEL Liguidated Damages resident resource charges RFP terms.

AGREEMENTS for Onsite resoyrces
(SLAS)

&9 16 |C. Delivergblec & |5. 5.3, Penalties/Liquidated damages for not ing uptime: The clause indicates that the maximum penalty is a sum of two entities.  |Ridder has to comply with the
service lavel Penalties/Liquidated |5.3,2. The maximum penalty levied shall not be more than the 5% of invoice [We request this (o be ded 10 10% of annual contract value. RFP teyms.
agresment(SLAS) |Damages value {plus GST) during warranty period and 50% of AMC / ATS amount payable

for one year (plus GST) during AMC/ATS period.

70 t6 |G, Delivevables & |5. 5.3. Penalties/Liquidated d for not maintaining uptime: Kindly remove the hightighted portion with regards to blacklisting, as the |Bidder has to comply with the
sarvice levet |Penattiss/Liquidated |5.3.4. If montMy upthme is less than 95% in three consecutive months, bank Bank already has the right. 1o levy penalty, invoke BG and terminate the  |RFP terms.
agreement(SLAS] |Damages may a{ its sole discretion blacklist the bidder in addition to imposing penalty  feontract.

and invoking the bank g

71 17 |C. DELIVERABLES & }5. $.4. Any financial loss to the Bank on account of fraud taking place due to [Clause to be deleted Bidder has 1o compty with the
SERVICE LEVEL [Penattios/Liquidated |Successful Bidder, its employee or thelr services provider’s negligence RFP terms.

AGREEMENTS Damages shall be r ble from the ful Bidder along with damages if any
{5LAS) with regard to the Bank’s reputation and goodwill.

72 17 |C. DELIVERABLES & | 5. 5.3. Penslties/Liquidated damages for not maintaining uptime: 5.3.2 The maximum penalty levied shall not be more than the 3% of Bidder has to comply with the
SERVICE LEVEL Penatties/Liquidated |[5.3.2. The maximum penalty levied shall not be more than the 5X of invoice invoice value {plus GST) during warranty period and 5% of AMC/ATS RFP terms.

AGREEMENTS Damages value {plus GST) during warranty period and 50% of AMC / ATS amount amount payable for one year iplus G5T) during AMC/ATS perfod.
(SLAS} ipayable for one year (plus G5T) during AMWC /ATS period.
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sl Page |Section RFP Clause Clause/Technicat Specification Bidder's Query Bank's Reply
Na. No.
73 17 |C. DELIVERABLES & {5, 5.1, Penaities/Liquidated damages for not mai g uptime: 5.3.3 if monthly uptime is Less than 95%, the Bark shall levy penalty as  |Bidder has 1o comply with the
SERVICE LEVEL [Penalties/Liquidated |[5.3.3. If monthly uptime 15 iess than 95%, the Bank shail levy penalty as above [above and shall have Tull right to terminate the contract under this RFP or |[RFF terms.
AGREEMENTS Damages and shall have full right to terminate the contract under this RFP or AMC/ATS, |AMCZATS, if contracted after providing a cure pericd of 30 days to the
(SLAS) if contracted. in addition to termination Bark at its discretion will invoke the |bidder. The right of termination shall be in addtion o the penalty. The
Perfarmance Bank Guarantee. The sight of termination shall be in addition to |above penalty shall be deducted from any payments due to the bidder
the penalty. The above penalty shalt be deducted from any payments due to  [under this RFP {including AMC/ATS payments). In the event of
the bidder (including AMC/ATS payments). terrmination Bank shali pay Bidder for goods delivered and services
rendered till the date of termination.
74 17 |C. DELIVERABLES & |5. 9.3, Penaities/Liquidated damages for not maintaining uptime: Request deletion of Clause Bidder has to camply with the
SERVICE LEVEL Penalties/Liquidated [5.3.4. If monthly uptime 15 l2ss than 95% in three consecutive months, bank RFE tenms.
AGREEMENTS Damages may at its sole discretion blacklist the bidder in addition te impaosing penalty
(SLAS) and invoking the bank guarantee.
75 17 |C. DELIVERABLES & |5. $5.6. Penaities/Liquidated Damages for non-perd ! If the specifications |5.5 Penalties/Liquidated Bamages for non-performance: #f the Bidder has to comply with the
SERVICE LEVEL Penalties/Liquidated |of the RFP are nat met by the bidder during various tests, the bidder shatl spacifications of the RFP are not met by the bidder during vartous tests, |RFF terms,
AGREEMENTS Damages rectify the same at bidders cost to comply with the specifications the bidder shall rectify the same at bidders cost to comply with the
(SLAS) immediately to ensure the committed uptime, failing which the Bank reserves {specifications immediately 1o ensure the committed uptime,
its right to invoke the Bank Guarantee,
76 17 |C. DELIVERABLES & |5. 5.7. The liquidated damages shall be deducted ¢ recovered by the Bank from [5.7 The liquidated damages shall be deducted / recovered by the Bank Bidder has to comply with the
SERVICE LEVEL Penalties/Liquidated [any money due or becoming due io the bidder undér this purchase contsact or jfrom any money due or becoming due to the bidder under this purchase  |REP terms.
AGREEMENTS Damages may be recovered by invoking of Bank G or otherwise from bidder or [contract or otherwise from bidder or from any other amount payable to
(SLAS) from any other amount payable to the bidder in respect of other Purchase the bidder in respect of other Purchase Orders issued under this contract,
Orders issued under this contract, levying liouidated damages without tevying liquidated damag ithout prejudice to the Bank's right to lavy
prejudice 10 the Bank's right to levy any other penalty where provided for any ather penalty where provided for under the contract.
under the contract.
Fid 17 |C. DELIVERABLES & |5. 5.8. Al the above Lixs are independent of mach other and are applicable 5.5 Al the above LDs are independent of each other and are applicable  [Bidder has to comply with the
SERVICE LEVEL Penalties/Liquidated |separataly and concurrently. separately and conCurrently, The overall maximum penalty, if any that  |[RFP terms,
AGREEMENTS Damages can be imposed on Bidder under this contrace shatl not exceed 3% of the
(SLAS) Annuatized Contract Yalue and penalty for a given month should not be
more than 3% of monthiy invoice value.
78 18 |C_Deliverables § (6. Payment Terms 6.2, Payment schedule for Secyrity Orchestration, Automation, and Pls refer above point on Escrow ] - Req to this Bidder has to comply with the
service lavel Responsg Solytion will be as under; slab RFP terms,
agreement{SLAS) A.Escrow agresment:;
10% of the invoice value will be released after signing Escrow Agreement and
depositing of source code,
79 $8  |C. DELIVERABLES & |6. Payment Terms 6.1. Payment schedule for Required Hardware for Security Orchestration, Request for change: Bidder has ta comply with the
SERYICE LEVEL Automation, and Response Solution with required 05, Database License and  [On Supply of Hardware :- 80% . RFP terms.
AGREEMENTS other Licenses Instaliation, Configuration, Integration fi ¢ foning of Hard /
{SLAS}) Appliance items as per work scope :- 10%

After Warranty |- 10% _
AMC FATS o= Payment will be quarterly in advance.
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si. Page |Section RFP Clayse Clause/Technical Specification Bidders Query Bank's Reply

No. No.

80 18 |C. DELIVERABLES & |6. Payment Tarms 6.2. Payment schedule for Security Orchestration, Automation, and Response iRequaest for change: Bidder has to comply with the
SERVICE LEVEL Solution On delivery of Security Orchestration, Automation & Response solution - (RFP terms.

AGREEMENTS BO% .
{SLAS) Instaliation, Configuration, integration & Ct ving of Hardware /
sppliance items as per work scope (- 10%
Escrow Agreement @ - 5%,
After Warranty ©- 5% .
AMC FATS i« Payment will be quarterly in advance.

81 18 |C. Deliverables & |6, Payment Tarms &,1. Payment schedule for Required Hardware for Security Orchestration, |Request payment terms to be changed from 40% to 20% Bidder has to comply with the
service level Automation, and Response Solution with required 05, Database License RFP terms.
agreement(SLAS) wnd othar Licenses will be as under:

Payment Stage

1, Qelivery of Required Hardware for Security Orchestration, Automation, and
Response Solution with required 05, Database License and other Licenses as
per clause 1.2.1

% of Payment

40% of the Invgice Yalue of these Hardware for Securty Orchestration,
Automation, and Response Solution with required DS, Database License and
other Licenses

82 18 |G, Deliverables & |6. Payment Terms &.1. Payment scheduls for Required Hardware for Security Orchestration, |Request payment terms 1o be changed from 30% to 10% Bidder has to comply with the
service level Automation, and R Solution with required 05, Database Licenise RFP terms.
agreement($LAS) and other Licenses will be as under:

Paymant Stage
2. Installation, Configuration, Integration and (¢ issloning of Hardware
Appliance/Items {including OS5 Database License and other Licenses) as per
clause 1.3.4
% of Payment
50% of the Invaice Yalue of these Hardware for Security Orchestracion,

ion, and R Soluticn with requared 05, Database License and
other Licenses

83 t8  |C Deliverables & |6, Payment Terms 6.1. Payment schedule for Required Hardware for Security Orchestration, ! AN pavy s to be changed to 100% yearly in advance Bidder has to comply with the

jrervice Wvel L Automation, and Respense Selution with required 05, Database Licenss RFP tenms.
spreement{SLAS) and other Licenses will be as under:
Payment Stage
4. AMC for Required Hardware for Security Orchestration, Automation, and
Response Solution with required 05, Database License and other Licenses
% of Paymant
Quarterly in Arrears.

B4 18 |C. Deliverables i |6, Payment Terms 6.1. Payment schedule for Security Orchestration, Automation, and Request payment terms kg be changed from 40% to 50% Bidder has to comply with the
sorvice level Response Solution will be a3 undeér: RFP terms,
agreement{SLAS} Payment Stage

1. Detivery of Security Orchestration, Automation, and Response Solution as
per clawse 1.2.2

% of Paymant

4% of the Invoice Yalue of Security Qrchestration, Automation, and Response
Solution.
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Replies to Prebid Quertes for RFP 26/2020-21 dated 04/01/2024

Installation ation, Roll Oul

ations an. intenance of Securi Automation, a

s& Solution in

sl Page {Section RFP Clause Claus#/Technical Specification Bidder's Query Bank's Reply

Mo, No, .

85 8 |C. Deliverables & |6, Payment Terms 6.2. Payment schedule for Security Orchestration, Automation, and Request payment terms to be changed from 50% to 10% Bidder has to comply with the
servi il Respense Solution will be as under: RFP terms.
agreement(SLAS) Paymant Stage

2. Installation, Configuration, Integration and Commissioning of Security
Ovchestration, Automation, and Response Solution as per clause 1,32

% of Payment

40% of the Invoice Yatue of Security Orchestration, Automation, and Respanse
Solution,

Bé 18 |C. Deliver: & |6. Payment Terms 6.1, Payment schedule for Security Orchestration, Automation, atd Request bank 1o remove the Escrow agreement clause Bidder has to comply with the
service level Respanse Solution will be as under: RFP terms.
agraement{SLAS} Payment Stage

3. Escrow agreement

% of Payment

10% of the invoice value will be released after signing Escrow Agreement and
depasiting of source code,

87 18 |C. Deliver. & (6. Payment Terms 6.1, Payment schedule for Security Orchestration, Automation, and Request AMC payments to ba changed to 100% yearly in advance Bidder has to comply with the
service IResponse Solution will be as under: RFP terms,
agreemant{SLAS) Payment Stage

5. ATS for Security Orchestration, Automation, and Response Solution
% of Payment
Quarterly in Arrears.

[ 1] 18 |G, Deliverables & |6, Payment Terms 6.1. Payment schedule for Required Hardware for Security Qrchestration, Requesting you modify the clause as “Pelivery  of Required Hardware |[Bidder has to comply with the
service level Automation, and Response Solution with required 05, Database License  |for Security Orchestration, Automation, and Response Solution  with |RFP terms.
agreemant{SLAS) and other Licenses will be as under: required 05, Database License and other Licenses - §0% of invoice

Payment Stage Yatue"
1. Delivery of Required Hardware for Security Orchestration, Automation, and
Response Solution with required 0%, Database License and other Licenses as
per clawse 1.2.1
% of Payment
40% of the Invoice Yalue of these Hardware for Security Orchestration,
Automation, and Response Soludion with required 05, Database License and
other Licenses
89 18 |C. Delivgtables B |6. Payment Terms 6.1. Payment schedule for Required Hardwarg for Security Orchestration, Requesting you modify the clause as " Installation,  Configuration, Bidder has to comply with the
level Automatien, and Response Selution with required 05, Database License  |Integration and Commissioning of  Hardware Appliance/ltems  [RFF terms.
agreement{SLAS} and othar Licenses will be as under; {including 05 Database License and other Licenses)- 17% of the

Pay t Stage
2. Instailation, Configuration, Integration and Commisstoning of Hardware
Appliance/Items {including 05 Database License and other Licenses} as per
chause 1.3.1

% of Payment

50% of the Inwgice Value of these Hardware for Secusity Orchestration,
Automation, and Response Solution with required 05, Database License and
ather Licenseas

Invoice  Value™
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sl Page |Section RFP Clause Clause/Technical Specification 8idder’s Query Bank's Reply

Ho. Ha.

90 18 |G, Deliverables & |6. Payment Terms 6.1. Paymant schedule for Required Hardware for Security Orchestration, |Requesting you modify the clause a5 " After Completion of Warranty |Bidder has vo comply with the
service level Automation, and Response Solution with required 05, Database License Period RFP terms.

r n 5 and other Licenses will be as under: {l.e. three year]. Warranty period will start from the date of
Payment Stage acceptance of solution by the Pank. -10% of the Inwoice Value of
3. After Completion of Warranty Period {i.e. three year), Warranty period will |these Hardware for Security  Orchestration, Automation,  and
start from the date of acceptance of sotution by the Bank. Response Solution with required 05, Database License and other
% of Payment Licenses
10% of the Invoice Value of these Hardware for Secunty Orchestration, Or
Automation, and Response Solution with required 05, Database License and  |On submission of BG equival {0 warfanty pay t."
other Licenses
ar
(i sub of BG equivalent to Y pay

9t 18 |C. Deljverables i |6. Payment Terms 6.1, Fayment schedule for Security Orchestration, Automation, and Requesting you modify the clause as " Delivery of Security Orchestration Bidder has to comply with the
servige level Respense Solution will be as under: ion,and R Solution - 80% of the Invaice Value of RFP tarms,
agresmentiSLAS] Payment Stage Security Orchestration, Automation, and Response Solution”

t. Delivery of Security Orchestravion, Automation, and Response Sclution as
per clause 1.2.2

% of Payment

4% of the Invoice Value of Security Orchestration, Automation, and Response
Solutioe.

92 18 |¢. Deliverablgs & |6. Payment Tarms 6.2. Payment schedule for Security Orchestration, Automation, and Requesting you modify the clause as ™ Installation, Configuration, Bidder has 1o comply with the
service lovel ’ Response Solution will be as under: Integration and Commissioning of Security Orchestration, RFP terms.
agreement(SLAS} Payment Stage A Hon Resp Solution -17% of the Inwice Yalue of

1. wstallation, Configuration, Integration and Commissioning of Security Security Orchestration, dutomation, and Response Sctution
wchestration, Automation, and Response Solution as per chause 1.3.2

% of Payment

407 of the Invpice Value of Security Orchestration, dutomation, and Response

Solution.

93 18 |G . Deliverables & |6 Payment Terms 6.2, Paymant schedute for Security Orchastration, Automation, and Requesting you ta delete the clause Bidder has to comply with the
service level Response Solution will be as under: RFP terms.
agresment(SLAS] Payment Stage

3. Escrow agreement

% of Payment

10% of the invoice value will be reteased after signing Escrow Agreement and
depasiting of source code.

94 18 L. Delivevables & |6. Payment Terms 6.2. Payment schedule for Security Orchestration, Automation, and {Requesting you modify the clause as " After Completion of Wanranty Bidder has to comply with the
snevice lovel Response Solution will be as undar: Periad (i.e three year). Warmanty period will start from the date |RFP terms.
sgregment(SLAS) Payment Stage of acceptance of solution by the Bank. 3% of the Invoice Yalue of

4. After Completion of Warranty Period (i.e. three year). Warranty period will |Security Orchestration, A ion, and Resp Solution OR
start from the date of acceptance of solution by the Bank, On submission of BG equivalent  to warranty payiment”

% of Payment

10% of the Invoice Value of Security Orchestration, Automation, and Response

Solution

or

On sub of 8G equivalent to warranty payment.
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sh. Page |Section RFP Clause Clause/Technical Spacificaticn Bidder's Query EBank's Reply
Ho. He.
s 18 |G, Deliverables & |6, Payment Terms 6.1, Payment schedule for Required Hardware for Security Orchestration, |90% of the Invoice value of these Hardware for Security Orchestration, Bidder has to comply with the
service lsve| Automation, and Response Solution with required 0S5, Database License  |Automation and Response Solution with required 05, Database License RFP terms.
agreementySLAS| and other Licenses will be as under: and other lcenses
Payment Stage
1. Delivery of Required Hardware for Security Orchestration, Automation, and
Response Solution with required 05, Database License and ather Licenses as
per clause 1.2.1
% of Payment
40% of the Invoice Value of these Hardware for Security Orchestration,
Automation, and Response Solution with required 05, Database License and
other Licenses
96 18 |G, Delivecables & |6, Payment Terms &.1. Payment schedule for Required Hardware for Security Orchestration, [10% of the Invoice value of these Hardware for Security Orchestration, Bidder has to comply with the
service level Automation, and Response Sclution with required 05, Database License  |4utomation and Response Solution with required 03, Database License RFP terms.
agresment{SLAS) and ather Licenses will be as under; and other licenses
Payment Stage
2. Installation, Configuration, Integration and L issioning of Hard
Appliance/Items (including 05 Database License and other Licenses) as per
clause 1.3.1
% of Payment
SU% of the Invaice Value of these Hardware for Security Orchastration,
Automation, and Response Solution with required Q5, Database License and
other Licenses
97 t8 |C. D & {6. Payment Terms €.1. Payment schedule for Required Hardware for Security Orchestration, {Request for removal of this clause Bidder has to comply with the
service level A fon, and R Solution with required 05, Database License RFF terms.
agreament(SLAS) and ather Licenses will be as under:
Payment Stage
3. after Completion of Warranty Period (i.e. three yeary. Warranty period will
start from the date of acceptance of solution by the Bank.
% of Payment
10% of the nvoice Value of these Hardware for Secunity Orchestration,
Automation, and Response Solution with required 05, Database License and
other Licenses
Or
On submission of BG equivalent to warranty payment.
98 18 |C. Deliverables § {6, Paymaent Terms 6.1. Payment schedule for Required Hardware for Security Orchestration, [Monthly in arrears Bidder has to comply with the
service level Aut: ion, and R Solution with required 05, Database License RFP terms.
gRreement(sLAS) and other Licanses will be as under;

Payment Stage

4. AMC for Required Hardware for Security Orchestration, Automation, and
Response Solution with required 06, Database License and other Licenses
% of Paymant

Quarterly in drrears,
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sl. | Page [Section RFP Clause Clause/Technical Specification Bidder's Query 8ank’s Reply

Ho. Nt .

99 18  |C. Deliverables & |6. Payment Terms 6.1, Payment schedule for Security Orchestration, Automation, and Q0% of the Invoice value of these Hardware for 1 Security Orcheseration,  |Bidder has to comply with the
service level Response Solution will be as under: Automation and Response Salution RFP terms.
agreement(SLAS) Payment Stage

1. Delivery of Security Orchestration, Automation, and Response Sclution as
per clause 1.2.2

% of Payment

40% of the Invaice Value of Security Orchestration, Automation, and Response
Solution,

100 18  |¢. Deliverables & | 6. Payment Terms 6.2, Payment schedule for Secyrity Orchestration, Automation, and 1% of the Invoice value of Security Orchestration, Automation and Bidder has to comply with the
service lovel Response Solution will be as under; Respanse Solution RFF terms.
agreement(SLAS) |Payment Stage

2. installatton, Configuration, Integration and Commissioning of Security
Orchestration, Automation, and Response Solution as per Clawse 1.3.2
% of Payment
40% of the Invoice Value of Security Orchestration, Automation, and Response
Solution.
101 18 |G, Deliverables & | 6. Payment Terms 6.2, Paymant schedule for Security Orchestration, Automation, and Request for removal of this clause Bidder has to comply with the
ry vl Response Sclution will be as under: RFF terms.
agreement{SLAS) Payment 5tage
3. Escrow agreéement
% of Payment
10% of the invoice value will be released after signing Escrow Agreement and
depositing of source code.

102 18 {C. Deliverables & |6, Payment Terms 6.2. Payment schedule for Security Orchestration, Automation, and Request for removal of this clause Bidder has to comply with the

service level Response Solution will be as under: RFP terms.
ragement{SLAS Payment Stage
4, After Comphetion of Warranty Period (i.e. three year). Warranty period will
start from the date of acceptance of solution by the Bank.
% of Payment
10% of the Invoice Value of Secuntty Orchestration, Automation, and Response
Solution
Or
On sub of BG equivalent to warranty payment.

103 18 (G, Deliverables & 6. Payment Terms 6.2, Payment schadule for Security Orchestration, Autemation, and Monthly in arrears Bidder has to comply with the
service loval Response Solution will be as under: RFP terms.
Mreement{SLAS) Paymant Stage

&, ATS for Security Orchestration, Autemation, and Response Selution
4% of Payment
Quarterly in Arrears.
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sl Page |Section RFP Clayse Clause/Technical Specification [Bidder's Query Bank's Reply

Ho. Na.

104 18 |G, Deliverables &  |€. Payment Terms 6.1. Payment schedule for Required Hardware for Security Orchastration, 1We request bank to amend this to indunstry standard of 70% of delivery, Bidder has 1o comply with the
service lovel A ien, and Resp Solution with required 05, Database License | 20% on install and 10% on providing a BG RFP terms.
agraement(SLASY and other Licenses will be as under:

Payment Stage

1. Delivery of Required Hardware for Security Orchestration, Automation, and

Response Salutton with required 05, Database License and other Licenses as

per clause 1.2.1 .
% of Payment

40% of the Invoice Value of these Hardware for Security Orchestration,

Automation, and Response Sofution with required 05, Database License and

other Licenses

195 18 |C, Deliverables & |&. Payment Terms 6.1. Payment schedule far Required Hardware for Security Orchastration, |We request bank to amend this to industry standard of 70% of delivery, Bidder has to comply with the
service lovel Automation, and Response Solution with required 05, Database License | 20% on install and 10% on providing 2 BG RF¥ terms.

reemnent and other Licenses will ba as under:
Payment Stage
1. installation, Configuration, fategration and C i g of Hardware
Appliance fttems (including 05 Database License and other Licenses) as per
clause 1.3.1
% of Payment
0% of the Invaice Value of these Hardware for Security Orchestration,
Automation, and Response Sotution with required 05, Database License and
other Licenses

106 18 |C. Delivevables § |6. Payment Terms 6.1. Payment schedule for Requived Hardware for Security Orchestration, |We request bank to amend this 10 industry standard of 70% of delivery, Bidder has to comply with the
aqrvice fevel Automation, and Response Sotution with required 05, Database License | 20% on install and 10% on providing a 6G RFP terms.
agresmentiSLAS} and other Licenses will be a3 under:

Payment Stage

3. After Completion of Warranty Period (i.e. three year). Warranty period will
start from the date of acceptance of solution by the Bank,

% of Payment

10% of the Invoice Value of thase Hardware for Security Orchestration,
Automation, and Response Solution with required 05, Database License and
other Licenses

Or

(On submission of BG equivalent to warmanty payment.

107 18 |C, Delivarables & |6, Payment Yerms $.1. Payment schedule for Required Hardware for Security Orchestration, [We request bank to amend this to yearly in advance Bidder has to comply with the
service level Automation, and Response Solution with required 05, Database License RFP terms.
agreement{SLAS} and other Licenses will be a5 under: :

Payment Stage

4, ap for Required Hardware for Security Orchestration, Automation, ang
Respanse Solution with required 05, Batabase License and other Licenses
% of Payment

Quarterly in Arrears.
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sl Page |Section RFP Clause Clause/Technical Specification Bidder's Query Bank’s Reply
Ne. Ho,
108 19 |C. DELIVERABLES & |Onsite resources and | The Bidder has to provide following onsite resoruces and should be having DEM | request 1o change the Bidder has to provide foilowing onsite resornuces Ho such clause in RFP.
SERVICE LEVEL Support Certificaiton for the proposed solution with minimum 3 years of and should be having knowledge on the solution with minimum 3 years of
AGREEMENTS impl ation £ hands on experience for L2 and minimum one year of experience in managing and administering any similar tools for L2 and Kintdy refer smendment- to this
{5LAS) implementation and support minimum one year of implementation or support experience for L1 RFP. Bidder has to comply with
¢ Resources. the RFP terms.
109 19 |C. DELIVERABLES & |Onsite resources and |The Onsite resource timings will be L2 - 10:00am to 07:00 PM and L1 08:00 AM {Please confirm that the resource timings will be an Bank working days or  [He such clawse in RFP.
SERVICE LEVEL Support 1004 PM and 2:00 PM 1o 10 PM on daily basis Resource to be avaiable all days in a week includes Sunday?
AGREEMENTS Kinldy refer Amendment-2 to this
(SLAS} RFP. Bidder has to comply with
the RFP terms.
1190 19 |C. DELIVERABLES & [Onsite respurces and [The bidder has to submitting the Following KYC document. Passport )5 passport is must for the ensite candidate or any retavent KYC document [No such clause in RFP.
SERVICE LEVEL Support will suffice? Mease confirm.
AGREEMEHTS Kinldy refer amendment-2 to this
{SLAS) RFP. Bidder has to comply with
the RFP terms.
111 19 |C. DELIVERABLES & i and_ |The resources withour having KYC document will not be consider for Req to change that resorces should be submititng the KYL document |No such clause in RFP.
SERVICE LEVEL Support screening. before on boaridng. These documents cannot be getting before onaboding
AGREEMENTS the candidates or while sheduling the interview of the candidate. Kinldy refer Amendment-2 to this
(SLAS) RFP. Bidder has to comply with
the RFP terms.
112 19 |¢. Deliverables & (7. Onsite Resources & |7. Onsite Resources & Support Bank to kindly confirm that warranty, support, AMCATS Cconditions in Bidder has 1o comply with the
service lovel Support respect of products/software supplied will be as per the OEM/OSD RFP terms.
agreement{SLAS} warranty terms and conditions and 8idder being an authorized reseller,
will pass on such warcanties "as-is", to the Bank.” All implied warranties
are hereby specifically excluded. all support, maintenance,
upgrades, patchibug fixes, version upgrade/customizations, weventive
maintenance to be provided by the QEM.
113 20 |¢.Deliverables & 7. Onsite Resources & |7.7. At least ane resource from the OEM should be available during Request bank to maodify the OEM Resource clause and consider bidder Bidder has to comply with the
sarvice level Support implementation of the project. Onsite support should be an the pay roll of the|Resource RFF terms.
agreement{SLAS} OEM and should have OEM certification for the proposed sotution {cost for this
Iresource shoutd be factored in the line ftem of one time implementation
charges in Table-A of Bill of Material}.
14 20 |C. DELIVERABLES & [7. Onsite Resources & [7.9. Onsite Resource charges will be paid quarterly in arrears. tn case the 7.9 Onsite Resource charges will be paid monthly in arrears. Bidder has 1o comply with the
SERVICE LEVEL Support resources go on leave/absent, replacements having equivalent o more RFP terms.
AGREEMENTS experience and qualification has to be arranged by the Bidder to ensure that
{5LAS) regular functioning of the soluticn is not hampered. In case replacements are

not arranged, bank shall pay only the proportionate amount of Regsident
respurce charges guring the particular month, The Bank shall als; impose a
Ipenalty of 0.50% {plus GST) of the Resident resource charges payable to the
Bidder for that quarter for each hour and part, thereof of absence. However,
total penalty under this clause will be limited to 50% (plus G5T) of the total
charges payable for Resident Resource charges for that quarter.
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Sl Page |Section RFP Clause Clause/Technical Specification Biddec's Query Bank’'s Reply
Ho, No.
115 I} |C. DELIVERABLES & |7. Onsite Resources & | 7.1, The bidder has to pravide complets suppert for end to end installation, |Bank has requested only 1 resource throughout the contract duration. Kinldy refer Amendment-2 to this
SERVICE LEVEL Support impl ion and e of the propesed solution during the contract [With the given time to attend compliants, we understand Bank working  |REP. Bidder has to comply with
AGREEMENTS pericd and Bidder will be responsible for attending complaints during 10:00 days are Mon to Sat, except 2nd and 4th Satuday's, Sundays and Bank the RFP terms.
(SLAS) AM to 6200 PM on all Bank working days. Holidays.
We request Bank to clarify the fellowing
1. il and anly if the compliants are to be attended only during the
mentioned Bank’s working days and hours.
1. That the payment for the rescurce would be for the entire year at per
payment milestone and not just for working days alone. The bank would
not hoid payment Lo NTT on account of resource present in bank premises
only during Bank working days and not present on 2nd/4th Saturdays,
Sundays and Bank Helidays.
114 It |C. DELIVERABLES & | 7. Onsite Resources & |7.9. Onsite Resource charges will be paid quarterly in arrears, In case the [Request Bank 1o amend this clause to impose penalty of 0.5% of resident  [Bidder has to comply with the
SERVICE LEVEL Support resaurces go on leava/absent, replacements having equivalent or more resource charges payable to bider for that quarter for each day ... RFP terms.
AGREEMENTS experience and qualification has to be arranged by the Bidder to ensure that  |Limited to $0% of total charges payable for Resident Resource charges for
(SLAS}) regular functioning of the solution is not hampered. In case replacements are [that quarter,
not arranged, bank shall pay only the propartionate amount of Resident
resource charges during the particular month. The Bank shall also impose a
‘(penalty of 0.50% {plus GST) of the Resident resource charges payable to the
Bidder for that quarter for each hour and part thereof of absence, However,
total penalty under this clause will be {iméted to S50% (plus GST) of the total
charges payable for Resident Resource charges for that quarter,
117 20 |, DELIVERABLES & |7. Onsite Resources & (7,10, In case of any further requirement of resource, Bidder has o onboard 1. Request Bank to amend this to 3 months instead of 2 months. Bidder has to comply with the
SERVICE LEVEL Support the additional resource with the same qualification within 2 months after 2. In such cases resource price applicable would be the price quoted RFP terms.
AGREEMENTS getting the request from the bank & at the same price which will be quoted  initially during bid submission for that particular service year in which the
(SLAS) initially. resource is requested. . £.g if Price for L1 resource 15 100 for year 1 and
110 for year 2 and Bank requests the engineer ta be onboarded in year 2,
then the applicable price would be 140 and not 100,
118 0 |C Deliverables & |9, Warranty 9. Warranty Bank 1o kindly confirm that warranty, support, AMC/ATS conditions in Bidder has to comply with the
service leval [respect of products/software supplied will be as per the DEM/0SD RFP temms.
agreement{SLAS} warranty terms and conditions and Bidder being an authorized reseller,

will pass on such warranties “as-is”, to the Bank.” All implied warranties
are hereby specifically excluded. All support, maintenance,
upgrades, patch/bug fixes, version upgrade/c ¥
maintenance to be provided by the OEM.

ions, pre
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sl Page |Section RFP Clause Clauses/Technical Specification Bidder's Query Bank’s Reply

Ho. No,

119 10 | Deliverabies & |10. Annual 10. Annual Maintenance Contract (WMC) 7 Annual Technical Support (ATS) (if  [Bank 1o kindly confirm that warmanty. support, AMC/ATS conditions in Bidder has to comply with the
service lovel Maintenance Contract |contracted) respect of products/software supplied will be a3 per the OEM/OSD RFP terms.
agresmentiSLAS)  |(AMC] f Anhwal warranty terms and conditions and Bidder being an authorized reselter,

Technical Support will pass on such warranties "as.i5”, to the Bank. " All implied warranties

{ATS) {if contracted) are heretyy specifically excluded. all support, mainienance,
upgrades, patch/bug fixes, version upgrade/customizations, preventive
maintenance to be provided by the OEM,

120 n C. Deliverables & |10, Annual 10.5. Dwiing the Warranty and AMC/ATS {if contracted) period, the Bidder|Requesting you to condirm yearly how many tbnes preventive The details will be shared with
service level Maintenance Contract Jshould extend On Site Service and Support whenever and wherever required. |maintenance need 1o be conducted the selected bidder,
agreament(SLAS] |(AMC)} / Annual The scope of Warranty and AMC {if contracted) shall include:

Technical Support 10.5.3. Preventive Maintenance.
{ATS) (if contracted)

121 n C. DELIVERABLES & |9. Warranty 9.8. Despite any other provision, the Bank, may retum a defective 19.9. Despite any other provision, the Bank, may retum a defective Bidder has to comply with the
SERVICE LEVEL software/Solution to the Bidder within Sixty {60} days of delivery of the Hardware Software Solution to the Bidder within Sixty (60) days of RFF terms.

AGREEMENTS Software/Solution and the Bidder shall immediately provide full exchange or  (deltvery of the Software/Solution and the Bidder shall immediately
{SLAS) refund. For the purpose of this section, “defective Solution” includes, but is  |provide full exchange or refund. for the purpase of this section,
not limited to: a) broken seals; by missing items; and ¢} "defective solution” includes, a) broken seals; b} missing items; and <)
Software That are not the most Current version at the time of shippéng

122 Fa | C. DELIVERABLES & |10. Annual 10.4. The Bank will pay AMC/ATS charges for Solution (including hardware, 11.4, The Bank will pay AMC/ ATS charges for Solution (including Bidder has to comply with the
SERVICE LEVEL Maintenance Contract |software 05 and license) after the end of warranty period. Such payment shall |hardware, software 05 and license) after the end of warmanty period, RFP terms.

AGREEMENTS {(AMC) £ Annual be released quarterty in arrears after satisfactory completion of service during |Such pay t shall be rel d thdy o arrears after completion of
{SLAS) Technical Support the period and submission of reports and invoices. service during the period and submission of reports and invoices.
(ATS) (if contracted)

123 n C. Deliverables & |11, Scope Involved 11. Scope Involved During Warranty and ATS Perlod (if contracted) Bank to kindly confinn that warranty, support, AWC/ATS conditions in Bidder has to comgly with the
service fevel During Warranty and respect of products/software supplied will be as per the OEM/QSD RFP terms.
ameement(SLAS] |ATS Period (if warranty terms and conditions and Bidder being an authorized reseller,

contracted) will pass on such warranties “as-is™, to the Bank.” Al implied warranties
are hereby specifically excluded. #ll support, maintenance,
upgrades, patch/bug fixes, version upgrade/arstomizations, pre ¥
maintenance to be provided by the OEM.

124 22 |C. Deliverablaz & |11, Mean Time 12. Mean Time Between Failures (MTBF) Bank to kindly confirm that warranty, support, AMC/ATS conditions in Bidder has to comply with the
service level Between Failures |respect of productss safcware supplied will be as per the OEM/OSD RFP terms.
areement(SLASE |{MTBF) Twarranty terms and conditions and Bidder being an authorized reseller,

will pass on such warranties *as-is”, to the Bank.™ All implied wearranties

are hereby specifically excluded. All suppiort, maintenance,

upgrades, patch/bug Ffixes, version upgrade« i i
i e to be provided by the OEM,

i0ns, pre
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81 Page |Section RFP Clause Clause/Technical $pecification Bidder's Query Bank's Reply
Ha. Mo,
125 22 |C. Deliverables & |13, Subcontracting The vendor shall ngt subcontract o permit anyone other than DEM/OSD Bank to kindly confirm that such consent will not be unduty withbeld, Bidder has to comply with the
service level personnel ko perform any of the work, service or other performance required RFP tevms.
agraerent{SLASY of the vendor under the contract without the prior weitten consent of the
Bank. However, bidder will be responsible for implementation of Security
Orchestration, Automation, and Response Solution in Canara Bank as per RFP
and Bank will not enter agreement with any third party.
136 3 |C. Deliverables & |15. Escrow 15. Escrow arrangement during Contract period Praposed Solution / Software is NOT Customized to the requirements of  [Bidder has 1o comply with the
service lyvel arrangement during the Bank - Hence it will not be applicable for us 1o execute. RFP terms.
agresment{SLAS} |Contract pariod
127 23 |C. Deliverables & |15. Escrow arrangemer 15. Escrow arrangement during Contract period Request bank to remove the Escrow agreement clause Bidder has to comply with the
service levet RFP terms
agreement{SLAS)
128 13 |C. Deliver & [15. Escrow|15. Escrow arrangement during Contract period Requesting you to delete the clause Bidder has to comply with the
sarvice level arrangement  during RFP terms.
agreement(SLAS|  (Contract pariod
129 23 [C. Deliverables & |14. Dafect liability In case any of the supplies and equipment delivered under the Contract are  [all warranty/replacements is as per DEM warranty terms & conditions Bidder has to comply with the
service love| found to be defective as to material and workmanship and / or not in only. Kindly delete the same. RFP tevms.
Agreement{SLAS) accordance with the requirement, and/or do not achieve the guaranteed
performance as specified heredn, within the warranty and AMC perlod tif
contracted) of the contract, the Bidder chall forthwith replace/make good
such defective supplies at no extra cost to the bank without prejudice to
other remedies as may be available to the bank as per RFP terms.
130 24 |C. DELIVERABLES & | 16. Right to Audit 16.1. The Selected Bidder (Service Provider) has to get itself annually audited [it is understood that the scope of audit would be Bmited anly to the Bidder has to comply with the

SERVICE LEVEL
AGREEMENTS

|isvas)

by i If externad Hed Auditors appointed by the Bank /inspecting
official from the Reserve Bank of India or any regulatory authority, covering
the risk parameters finalized by the Bank/such auditors in the areas of
products (IT hardware/software) and services exc., provided to the Bank and
the Service Provider i5 required to submit such certification by such auditors
to the Bank. The Service Provider and or his/their outsourced
agents/subcontractors (if allowed by the Bank) shadl facilitate the same. The
Bank can make its expert assessment on the effickency and effectivenass of
the security, control, risk management, governance system and process
created by the Service Provider. The Service Pravider shall, whenever
required by the Auditors, fumnish all relevant information, records/data to
them. Alt casts for such audit shall be bome by the Bank,

[sctution provided to bank under the ambit of this RFP and deploved in
Bank’s designated DC & DR.

RFP term:.
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1

24

< iver:
service level
agreement({SLAS}

16, Right to Audit

[information/ reports including auditor review reports undertaken by the

16.1. The Selected Bidder (Service Provider) has to get itself annually audited
by wternal/ external empaneled suditors appointed by the Bank/inspecting
efficial from the Reserve Bank of India or any regulatory autharity, covering
the risk parameters finalized by the Bank/ssuch auditors in the areas of
products (IT hardware/software) and services etc., provided to the Bank and
the Service Provider is required to submit such certification by such Auditors
to the Bank. The Service Provider and or his/their outsourced

|agents/ subcontracuars {if allowed by the Bank) shall facititate the same. The

Bank can make its expert assessment on the sfficiency and effectvenass of
the security, control, risk managermnent, governance system and process
created by the Service Provider. The Service Provider shall, whenever
required by the Auditocs, fumish all relevant information, records/data to
them. All costs for such audit shall be borne by the Bank.

16.2. Where any deficiency has been observed during audit of the Service
Provider on the risk parameters Analized by the Bank or in the certification
submitted by the Auditors, the Service Frovider shail correct/resolve the same
at the earliest and shall provide all necessary documents retated 1o resolution
theveaf and the auditor shall further certify in respect of resolution of the
deficiencies, The resolution provided by the Service Pravider shall require 1o
be certified by the Auditors covering the respective risk parameters against.
which such deficiencies have been observed.

16,3, The Service Provider shall, whenever required by the Bank, furish ali
relevant information, records/data to such auditors and/for inspecting officiats
of the Bank /Reserve Bank of dia and or any regulatory authority. The Bank
reserves the right to call and/or retain for any relevant material

Ty S

Please confirm that any audit shali be done with prior written notice to
Sidder and should be restricted ta the information and documents in
relation to the services provided by the Bidder, Further, such audit shall
e subject te the “Confidentiality” obligations upon the Bank, its
auditors, employees making such audit, Alsn, we reguest confirmation
that Bidder shall not be required to disciose its financial information,
profits, books of accounts, costs breakups etc. and audit shall be strictly
restricied to the services provided by the Bidder to the Bank,

Bidder has to comply with the
RFF terms.

132

7

Annexure-2

Eligibility Critaria
Declaration

BIDDER EXPERIENCE
Eligibility Criteria
The Bidder/DEM should have implemented Security Qrchestration,
Automation, and Response Solution and should be currently rnning in any of
the BF3l sector organization globally or any listed company/Govemment/PSU
arganization i dia.

Documents to be submitted for Eligibility Criteria Compliance

The Bidder has to provide reference letter from their Customers to this
effect.

Kindty allow submission of purchase arder copy or Customer reference
letter to this effect

Bidder has to comply with the
RFFP terms.

133

37

Annexure-2

Eligibllity Criteria
Daclaration

BIDDER EXPERIENCE
Eligibility Criteria
The proposed Security Orchestration, sutomation, and Response Salution

Ishould have been |not necessarily by the bidder) implémented and currently

running in any of the BFSI sector crganization globally or any listed

company/ Government/PSU organization in india.

Decuments to be submitted for Eligibility Criteria Compliance

The Bidder has to provide reference letter duly mentioning the solution name
from the Customers to this effect.

The BFP to be changed to allow any listed company/government /PSU
organization globally. SOAR is a realtively new sphere of technology and
current bher of org jon that have impt d are less

Bidder has to comply with the
RFP terms.
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14 37 |Annexure-2 Eligibility Criteria BIDDER EXFERIENCE Will one reference tetter in this regard from either a Bidder or OFM 15 Bidder has to comply with the
Declaration Eligibility Criteria sufficient to fulfil the clause ? RFP terms.
The Bidder/OEM should have implemented Security Orchestration,
Automation, and Response Solution and should be currently running in any of
the BFSI sector orgamization globally or any hsted company /Govemment/PSU
organization in India,
Documents to be submitted for Eligibility Criteria Compliance
The Bidder has to provide refarence Letter from their Customers Lo this
effact,
135 37 |Annexure-? Ehigibility Criteria BIDDER EXPERIENCE Will one reference letter in this regard from ither a Bidder or OEM fs The Eligibity Criteria is self-
Declaration Eligibitity Criteria sufficient to fuifil the clause ? explanatory, Bidder has to
The propased Security Orchestration, Automation, and Response Solution Is Pgint no. 5 a Eligibdlity criteria is same as Point no . 6 7 comply with the RFP terms,
should have been Inot necessarily by the bidder] implemented and currently
running in any of the BFSI sector organization globally or any listed
compamy /G P50 fon in India,
Documents to be submitted for Eligibility Criteria Compliance
The Bidder has to provide reference letter duly mentioning the sotution name
from the Customers to this effect.
136 39 |Annexure-7 Technical & A. TECHNICAL REQUIREMENTS please help us understand the difference between this uptime and the Kinldy refer Amendment-2 to this
Functional 1.4. The selected Bidder shall guarantee a Monthly uptime of minimum uptime mentioned in Page 15, Clause 4.1 RFP.
Requirament of 98.00% for the Backend Infrastructure (hardware/software from the date of
Security commencement of the proposed solution. (Any planaed shutdows will not be
Orchestration, considered for catculating SLA).
[Automation, and
Response Solution
137 #)  |Annexure-7 Technical & - TECHNICAL R EMENTS We support internet 8rowser 11, please lat us know ¥ this suppart would Bidder has to comply with the
Functional SYSTEM SUPPORT be alright RFF temms.
Requirement of The offered solution should have suppart for the following client side
Security features:
Orchestration, 1. Operating Systems: Windows 7, Windows 8, Windows 10 and above.
Automation, and 1. Intemet Browsers:
Response Solution a}lE 9, 10, 11 and abowve,
b} Google Chrame Version 51 and abave.
) Mozilla Firefox version 47 and above.
3. tava Runtime Emvironment $ul1 and above
138 40 |Annexure-7 Technical fi A. TECHN REQUIREME We support Intemet Browser 11, please let us know if this support would  [Bidder has to comply with the
Functional SYSTEM SUP be alright RFP terms,
Requirement of The offered solution should have support for the following client side
Security features:

Ovchestration,
Autormation, and
Responsa Solution

1. Operating Systems: Windows 7, Windows 8, Windows 10 and above.
2. Intemet Browsers:

a) [E 9, 10, 11 and abave.

b) Google Chrome Version 51 and abowe.

<} Mozilla Firefox version 47 and above,
3. Java Runtime Environment 6u31 and above
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139 40  [Annexure-T Technical & B. FUNCTIONAL REQUIREMENTS Req you 10 (et us know what is the total data expected to be stored |Kintdy refer point 3 & 4 of the
Functional 3.The solution should be sized to store the historical incident data related to {over a period of 1 year and 5 year Annexuce-7 {B. Functional
Requiremant of playbooks, incident cases stc for a minimum period of 5 years and then back Requirement).
Security up the data using banks backup solution as per policy.
Orchestration,
Automation, and
Response Solution
140 40 |Annexure-7 Technical & 8. FUNCTIONAL REQUIREMENTS Playbaoks would be created for automating security processes like Bidder has to comply with the
Functional 5.8idder should be able to create playbooks in response Lo new threats in the [investigations and managing incidents . it need not be created for each  |RFP terms.
Requirement of industry immediately, not later than 1 day of discovery of any new threat and every threat and our playbooks would be created on Use-case
Security requirerents. Request you 1o let us know if this is what you are looking
Orchestration, fer.
Automation, and
Response Solution
144 40  |Annexure-7 Technical & B. FUNCTIONAL REQUIREMENTS Request to help with count or no. of playbook bank is looking for creation |Kinldy refer point 11 of the
Functional 3. The solution should be sized to store the historical incident data related o Apnexure-7 (8. Functional
Requirement of playbooks, incident cases etc for a minimum period of 5 years and then back Requiremant}.
Security up the data using banks backup solution as per policy.
Orchestration,
Automation, and
Response Solution
142 40 jAnnexure7 Tachnical & B. FUNCTIONAL REQUIREMENTS Request bank t0 help us with the Number of analyst required Bidder has to comply the clause.
Functional 10.The solution must provide Role Based Access (RBAC) to differentiate The license definition ought to
Requirement of between analysts and inistrators. The p ion to access should be be provided basis on the no of
Security provided accordingty. usars with variant roles
Orchestration, (administrator or anabyst)
Automation, and without any restriction in terms
Response Solution of the user mapping.Bank
reserves the right to define the
no. of administrator uses roles,
143 40  lAnnexure-7 Technical & A. TECHHICAL BEQUIREMENTS We support Internet Browser 11, please let us know if this support would  |Bidder has to comply with the
Functlonat SYSTEM SUPPORT be alright RFP terms.
Requirement of The offered solution should have support for the following client side
Security features:
Orchestration, 1. Operating Systems: Windows 7, Windows 8, Windows 10 and above.
Automation, and 2. Intemet Browsers:
Response Solution ) IE9, 10, 11 and above.
b} Google Chrome Version 51 and abowve,
) Mozilla Firefox version 47 and above.
1. Java Runtime Envirgnment 6021 and above
144 40 |Annexure-7 Technical & 8. FUNCTHONAL REQUIREMENTS Request you ko let us know what is the total data expected to be stored  |Kinldy refer point 1 & 4 of the
Functional 3. The solution should be sized to stare the historical incident data related to |over 2 period of 1 year and 5 year |Annexure-7 (B. Functional
Requirement of playbocks, incident cases etc Tor a minimum peviod of 5 years and then back Requirement).
Security up the data using banks backup solution as per policy.
Orchestration,
Automation, and
Response Solution
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145 40  |Annexure-¥ Technical & B. FUNCTIONAL REQUIREMENTS Playboohks would be created for automating security processes like Bidder has to comply with the
Functional 5.8idder shoutd be able to create playbooks in response to new threats in the [investigations and managing incidents . [t need not be created for each  |RFP terms.
Requiremeant of industry immediately, not later than 1 day of discovery of any new threat and every threat and our playbooks would be created an Use.case
Security requirements. Request you to let us know I this is what you are looking
Qrchestration, for,
Automation, and
Response Solution
146 42 |Apnexure-7 Technical & B. FUNCTIONAL REQUIREMENTS Request you o let us know what is the total data expected to be stored  [Kinldy refer peint 3 & 4 of the
Functional 3.The solution should be sized to store the historical incident data related to |over a period of 1 year and 5 year Annexure-7 {B. Functional
Réquitement of playbooks, incident cases ete for a minimum periad of 5 years and then back Requirement).
Security up the data using banks backup solution as per poficy.
Orchestration,
Automation, and
Response Solution
147 42  |Annexure-7 Technical & B. FUNCTIONAL REQUIREMENTS Playbooks would be created for automating security processes like Bidder has to comply with the
Functional 5.8idder should be able to create playbooks in response 1o new threats in the investigations and managing incidents . It need aot be created for each  |RFP terms.
Requirement of industry immediately, not later than 1 day of discovery of any new threat anvd every threat and our playbooks would be created on Use-case
Security requi . Req your to let us know f this is what you are looking
Orchestration, for. -
Automation, and
Response Solution
148 42 |Annexure.7 Technical & B. FUNCTIONAL REQUIREMENTS Request Bank to provide existing ticketing used by the bank The details will be shared with
Functional 20.The sofution showld be able to integrate with any of the ticketing tool as the selected bidder,
Requirsment of per Bank's requirement.
Secyrity
Orchestration,
Automation, and
Response Solution
149 42 |Annexure-7 Technical & B. FUNCTIONAL REQUIREMENTS Please mention the MFa currently utiffsed at the Bank The details will be shared with
Functional 12.The solution should be capable of supporting multi-factor authentication & the selected bidder.
Requirement of maket-checker capability or any other latest autheatication techniques.
Security
Orchestration,
Autemation, and
Rasponze Solution
150 42 |Annexure-7 Technical & B. FUNCTIONAL REQUIREMENTS ALl all the data might be stored $n SIEM. Does bank still want to keep the [Yes.
Functional 3,The solution should be sized to store the historical incident data related 1o [incident Logs for 5 years?
Requirement of playbocks, incident cases e4c for a minkmum pericd of § years and then back
Security up the data using banks backup solution as per policy.
Orchestration,
Automation, and
Response Solution
151 42 |Annexure-7 Technical & B. FUNCTIONAL REQUIREMENTS Additonally, the SOAR solution must integrate with the Latest version or K |Bidder has to comply with the
Functional 23.%he solution should be able 1o Integrate with any of the OEM solutions of |- 1 verion of all solutions RFP terms,
Requirement of the following, but not | ] to, Technologi
Security . Endpeint Security
Orchestration, li. Network Security

Automation, and
Response Solution

iii. Email Security
iv. Cloud Security
v. Farensic Tools

Page 26 of 36



Sl
Ho.

Page
Ho.

Section

RFP Clause

IClause/Technical Specification

Bidder's Query

Bank’'s Reply

152

42

Annaxure-7

Technical &
Functional
Requirement of
Security
Orchestration,
Automation, and
Response Solukion

B. FUNCTHOMAL REQUIREMENTS
20.The sotution should ke able to integrate with any of the ticketing tool as
per Bank’s requirement,

which ticketing todd is currently being used at Bank,
Do we need to do integration during the implementation phase,

The details will be shared with
the selected bidder.

153

42

Annexure-7

Yechnicat &
Functional
Requirement of
Security
Orchestration,
Automation, and
[Response Solution

B. FUNCTIONAL REQUIREMENTS
20.The solution should be abte to integrate with any of the SIEM / SOC
avaitable in the markey.

Please let us know the current SIEM tool which is being used at Bank.

The detaits will be shared with
the selected bidder,

154

42

Annexure-7

Technical &
Functional
Requirement of
Sacurity
Orchestration,
Automation, and
Response Solution

8. FUNCTIONAL REQUIREMENTS
20.The solution should be able to integrate with any of the tickeding tool as
per Bank’s requirement.

Please mention the exsiting ticketing tool used at the Bank

The details will be shared with
the selected bidder.

155

a2

Annexure-T

Tachnical &
Functional
JRequirement of
Security
Qrchestration,
Automation, and
Response Soblution

B. FUNCTIONAL REQUIREMENTS
22.The solution should be capable of supporting multi-factor authentication &
maker-checker capabitity or any other latest authentication techniques.

Please mention the MFA currently utilised at the Bank

The details will be shared with
the selected bidder.

156

2

Annexurs-7

Technical &
Functional
Requirement of
Security
Orchestration,
|Automation, and
Response Solution

B. FUNCTIONAL REQUIREMENTS

Incidents requirement

Request bank ta help us with the Humber of qualified incidents per day

The detsils associated with the
incidents cannot be
quantified/normalized to specific
value, considering that volume of
incidents may vary.

157

42

Annexure-7

Technical &
Functional
Requirement of
Security
Orchastration,
Automation, and
Response Solution

B. FUNCTIONAL RECQUHREMENTS

EPS requirement for SIEM

We request bank to help us with the current EPS count

The details will be shared with
the selected bidder,

158

41

Annexure-7

Technicasl &
Functional
Requirement of
Security
Orchestration,
Automation, and
Response Solution

B. FUNCTIONAL REQUIREMENTS
20.The solution should be able to integrate with any of the ticketing tool as
per Bank’s requirement.

Please mention the exsiting ticketing tool used at the Bank

The details will be shared with
the selected bidder.
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159 42  |Annexure-7 Technical & B. FUHCTIONAL REQUIREMENTS Flease mention the MFA currently utilised at the Bank The details will be shared with
Functional 12.The sclution should be capable of supporting multi-Tactor authentication & the selected bidder.
Requiremant of miaker-checker capabiiity or any other latest authentication techniques,
Security
Orchestration,
Automation, and
Response Soluticn

160 4} |Annexure-7 Tachnical & B. FUNCTIONAL REQUIREMENTS Generation of K)As (s the functionality of SIEM and would be dane at Bidder has to comply with the
Functional 3. The solution should be able to provide the 104s based on incidents / alerts |[EDR/SIEM scope. SOAR takes alerts/incidents from these detection RFP terms.
Requirement of generated in SEIM 7 S04R, sources and automates the response
Security
Orchestration,
Automation, and
Response Seluticn

161 43  |Annexure-7 Technical & B. FUHCTHOMAL REQUIREMENTS Please mention the MDM solution currently utilised at the Bank The details will be shared with
Functional 35.The solution should be mobile ready which can be integrated with bank's the selected bidder,
Requirement af MDM for viewing dashboard and getting approvals from concerned officials
Security
‘Orchestration,
Automation, and
Response Solution .

162 43  |Annexures7 Technical & B. FUNCTIONAL REQUIREMENTS Please mention the total storage growth expected over a period of 5 years|The details associated with the
Functional 49."The bidder shall propose hardware sizing such that at any point in time  |and exisiting storage requirement storage in terms of the
Requirement of during the contract period, the information that would be
Security CPU, Memory utilization should not exceed 60% and storage space utilization imanaged cannot be
Orchestration, should not exceed 70%. In quantified/normalized to specific
Automation, and Ccase the server resource utiization exceeds 60%% or storage space utilization valye, Bidder has to comply the
Response Solution exceeds 70%, the additional RFP Terms.

hardware has to be provided by the successful bidder to optimize the
performance, within the indicated levels, at no further cost to the Bank™.

183 43 |Annexure-7 Technical & 8. FUNCTIONAL REQUIREMENTS Generation od 10As is the functionality of SIEM and would be done at Bidder has to comply with the
Functional 31.The solution should be able to provide the 104s based on incidents / alerts |[EDR/STEM scope. SOAR takes alerts/incidents from these detaction RFP terms.
Requirement of generated in SEIM / SOAR. sources and autemates the response
Security
Orchastration,
Automation, and
Response Solution

164 43 |Annexure-7 Technical & B. FUNCTIONAL REQUIREMENTS Please mention the MDM solution currently utilised at the Bank The details will be shared with
Functional 33.The solution should be mobile ready which can be integrated with bank's the selected bidder.
Requirement of MOM for viewing dashboard and getting approvals from concemed officials
Security
Orchestration,

Automation, and
Response Solution
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165 43 |Annexure-7 Technical & 8. FUNCTIONAL REQUIREMENTS Please mention the total storage growth expected over a period of 5 years| The details associated with the
Functional 4%, The bidder shall propose hardware sizing such that at any point in time andl exisiting storage requirement sterage in terms of the
Requirement of during the contract period, the information that would be
Security CPU, Memory utilization should not exceed 60% and storage space utilization managed cannat be
Orchestration, should not exceed 70%. In quantified/normalized o specific
Automation, and case the server resource utilization exceeds 60% or storage space utilization value. Bidder has to comply the
Response Solution exceads 70%, the additional RFP Terms.
hardware has to be provided by the successiul bidder to optimize the
performance, within the indicated levels, at no further cost to the Bank™
166 43 tAnnexure-7 Technical & B. FUNCTIONAL REQUIREMENTS We request bank to help us with the existing SIEM/SOC tool in current The details will be shared with
Functionat 21.The solution should be able to integrate with any of the SIEM / SOC setup the setected bidder.
Requirement of available in the market.
Security
Orchestration,
Automation, and
Rasponse Solution
167 43 lAnnexure-7 Technical & 8. FUNCTIONAL REQUIREMENTS [Generation od 104s is the functionality of SIEM and would be done at Bidder has to comply with the
Functional 31.The solution should be able to provide the 10As based on incidents / alerts [EDR/SIEM scope. SOAR takes aterts/incidents from these detection RfP terms.
Requirement of generated in SEIM / SOAR. sources and automates the response
Security
Orchestration,
Automation, and
Response Solution
168 43 |Annaxure-7 Technical & B. FUNCTIONAL REQUIREMENTS Please mention the MDM solution currently utilised at the Bank The details will be shared with
Functional 35.The solution should be mobile ready which can be integrated with bank's the selected bidder.
Requirement of MOM for viewing dashboard and getting approvals from concerned officlals
Security
Orchestration,
Automation, and
Response Sokution
169 4)  [Apnexure-7 Technical & B. FUNCTIONAL REQUIREMENTS Please mention the total storage growth expected over a period of § years| The details associated with the
Functionasl 49, The bidder shall propase hardware sizing such that at any point in time  |and exisiting storage requirement storage in terms of the
Requirement of charing the contract penod, the informatéon that would be
Security CPt), Memory utilization should not exceed &% and storage space utilization managed cannot be
Orchestration, should not excead 70%. quantified/nocmalized to specific
Automation, and case the server resource utilization exceeds 60% or storage space utilization value, 8idder has to comply the
Response Solution exceeds 70%, the additional RFP Terms.
hardware has to be provided by the successful bidder to optimize the
performance, within the indicated levels, at no further cost 1o the Bank”,
170 49 |Annexuyre Scope of waork 1. Ganeral The Scope is not inline wih 5048 functionalities. The copy paste error Kinldy rafer Amendment.} to this
1.1 Bank has decided to procure security, orchestration, automation and from previous tender. Ho due deligence done, RFP.
response solution enhances the security posture of the bank. The scope
inchrdes supply and implementation of solution. The period of contract will be
for 5 years. The scope of solution 4 timited to achieve functionalities like
effectively running muitiple attack simulation scenarios on the endpoints, web)
gateway, emnail gateway etc. and provide an insight into the current security
posture of the bank,

Page 2% of 36



sl Page |Section RFP Clause Clause/Technical Specification Bidder’s Query Bani's Reply
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171 49  |Apnexure B. Scope of work 1. General The Scope is not inline wih SO5R functionalitiss. The copy paste error Kinldy refer Amendment -2 to this
1.2. Proposed security orchestration, automation and response solution should]from previous tender. Mo due deligence done. RFP.
provide a single platform running attack simulation to test the attack
possibility of latest threat i the environment, The solution should also
provide an insight into the security tools which are utitized to prevent from
the attack in case the simulation is not successful. Also the solution shauld
suggest roles/controls to prevent attack in case the simulation is successful
172 49 jAnnexure B Scope of work 1. General Hardware sizing is based on customer requirement. However the solution | The details associated with the
1.11. The service/ solution offered shoutd be modular, scalable bath would be scale to an extent, We would like to understand your future storage in terms of the
horizontally & Verticatly and should be able to address bank's requirement requirement for ug to provide the right sizing for now and beyand. information that would be
during the period of contract and even beyond future license figures given managed cannot be
quantified/normalized to specific
value. Bidder has to comply the
RFF Terms.
173 49 | Annexure-8 Scope of Wark Scope of Wark Request deletion of words ‘etc” and not limited to’ wherever present. The |Bidder has to comply with the
scope should be explicitly defined RFP terms.
174 49 n. =-8 Scope of Work 1.1. Froposed Security Orchestration, Automation, and Response Solution The solution desired by Bank does rot have simulation feature, Bank has  [Kinldy refer smendment-2 to this
should provide a singte platform for rusning attack simulations to test the to took For attack simutation software solution separately. Request Bank  |RFP,
attack possibility of tatest threats in the environment, The solution should 1o amend this objective so that it does not contradict with the actual
also provide an insight Into the security tools which are wtilized to prevent scope and expectation.
from the attack in case the simukation is not successfud. Also the solution
should suggest rules/controls to prevent attack in case the simutation is
successful.
175 49  |Annexure-8 Scope of Work 1. General: The ohjective of a SOAR solution fs to automate incident response and Kinldy refer Amendment-2 1o this
1.2. Preposad Security Qrchestration, Automation, and Response Solution remediate where configured. However this contradicts with Bank's RFP.
should provide a single platform for running artack simulations to test the expectation of running attack simulations for possible threats in
attack possibility of {atest threats in the envirorment. The solution should fervironment. The solution is also expected to provide insight into the
also provide an insight inte the security tools which are utilized to prevent security tools and also suggest rules and controls to prevent attak in cas
from the attack in case the simulation is Aot successful. Also the solution of simulation is successful, which is completely differnt from a SOAR
should suggest rules/controls to prevent attachk in case the simutation is solution chjective by function and feature. The expectation of Bank
successful. redquires a different solution for such simulations and insights. We request
Bark to armend the clause appropriately to capture the objectives of S0AR
solution inline with prodout features, so that it dossn't create any
ambiguity in expectation.
176 %5 [Annexure- 14 Bill of Material Bitl of Material Bank can procure any number of licenses during the contract period at the|Bidder has to comply with the
same price. However, the no. of licenses should be restricted to +/7-10%  |RFP terms.
maximum of the quantity quoted. Additional prices shall be charged for
the licenses supplied over the contracted quantity.
177 | Genaral |General General General " The proposed solution should be mentioned under Gartner quadrant as  |Bidder has to comply with the
|teaders or challengers under SIEM technology for the Last 2 years™ RFP terms.
178 HA  |Annexure-7 HA NA 15 bark locking for SOAR solution ko be deployed HA in DC and HA in DR or |The setup should be i HA in

standalone instance in DC and standalone instance in DR with site
level{DC-OR) redundancy?

active-passive mode
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179 MA  |Annexure-7 A HA We request to please add the below requirement 1o the Funtional Bidder has to comply the clause
requirements as this will be required for Canara Bank. as mentioned in Anpnexure 7 Part

B of Functional Requirement.
The proposed 50AR solution should have OOTE playbooks to address
multiple use cases including security, IT aps, mission planning, etc.

180 HA  |General General General The licensing of $04R solutions are usually based on the number of unique [Bidder has to comply the clause.
analysts and who will be using the solution, please provide clanity on the [The license definition ought to
number of analysts and business users who will be using the solution be provided basiz on the no of

users with variant roles
{administrator or analyst)
without any restriction in terms
of the user mapping.Bank
reserves the right to define the
no. of administrator user roles

181 NA  |General General Genersl Solution should provide integrated B platform to help create advanced  |Bidder has to comply the clause
Dashboards and reports based on KPI's to be tracked a5 mentioned in Annexure 7 Part

£ of Functional Requirement.

181 HA  |NDA MDA ROk Following para to be added (n NDA: Bidder has to comply with the
The confidentiatity obitgations under this I shalt survive for the period |RFP terms.
of 1 year post termination of the Agreement

183 HA  |Integrity Pact Integrity Pact Fall clause Clause to be deleted Bidder has to comply with the

8.1, The BIDDER/SELLER/CONTRACTOR/SERVICE PROVIDER undertakes that RFP terms.
it has not supplied/is not supplyéng similar product/systems or
subsystemssservices at a price lower than that offered In the present bid to
any other Bank or PSU or Government Department or 1o any other
organization/entiey whether or not constitwted under any law and  if it s
found at any stage that similar product fsystems of sub
systems,/services was supplied by the SIDDER/SELLER/CONTRACTOR/ SERVICE
PROVIDER to any other Bank or PSU or Government Department or to any
lather organization/entity whether or not constituted under any law, at &
lower price, them that very price, with due allowance for elapsed
tbme, will be applicable to the present case and the difference in
the cost would he refunded by the
BIDDER/SELLER/CONTRALTOR/SERVICE PROVIDER to the BUYER, if the
contract has already been concluded.

Page 31 of 36



Replies to Prebid
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Ho.

Page
No.

Section

RFP Clause

Cliause/Technical Specification

Bidder's Query

Bank's Reply

184

HA

N

Ha

Clause non Soticitation 1o be added as under;

Neither party shall, directly or through a third party contractor,
solicit/induce/entice away o endeavour 1o solicit/induce/entice away an
employee of the other party who is directly involved with Agreement, for
S years after such resource has ceased to be engaged for performance of
services under this Agreement. Notwithstanding the foregoing, this
restriction gither party may hire (a} personnel who independently respond
to fndirect solicitation (such as g 1 P
employment agency referrals, and internet postings) not targeting the
personnel of the other Party and () personnel who have separated or
have been separated from the services of a party provided that the hiring
Party did not solicit such separation,

o N
per advert .

Bidder has to comply with the
RFP terms.

1385

NA

HA

NA

Termination right 1o be added for Bidder/Yendor as under;
Bidder/¥endor may terminate this sgreement and / or any 50W upon
written potice to the Bank if Bank commits a default or matenal breach
and does not remedy the default or material breach within 30 days of
notice from the first panty.

Bidder has ¢ comply with the
RFP terms.

NA

NA

{nermalization of the situation.

Following clause 1o be added in payment tenms:

fnt the event of delay in instaliation or ¢ issioning of equipment
supplied by the Service Provider, or delay #n submission of documents
required under the RFP / Agreement f PO, or delay in issuance of the
acceptance certificates by the Client, due to reasons beyond the
reasonable control of the Service Provider, including but not Limited to
site aot being ready, ar force majeure situations, government orders and
notifications, govemment ordered lockdown, epidemics and pandemics
et the Client shall make immediate payment and not withhold payment
of fees for the Products supplied and / or services already rendered, on
this account. In such cases the Senvice Provider shall raise the invoice 1o
the extent of the value of goods detivered and/or quantum of work
performed and the Client shall make payment thereof, Further, it thall
be the obligation of the Service Provider to perform all the unperformed /
partially performed work and submit all the necessary documents in
tedns of the RFP / dgreement / PO as soon as practicably possible upon

Bidder has to comply with the
RFP terms.

187

HNA

HA

NA

Please let us know the current MDM Solution

The details will be shared with
the selacted bidder.
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s Page |Section RFP Clause Clause/Technical Specification Bidder's Query Bank's Reply
Na. Ma.
138 NA  |Integrity Pact Integrity Pact Failt chause We request bank Lo kindly consider the Latest integrity pact released by |Bidder has to comply with the
B.1. The BIDDER /SELLER /CONTRAC TORYSERYVICE PROVIDER undertakes that  |the CvC. Fall clause had been removed from the IP. RFP terms.
it has not suppliad/is not supplying stmilar product/ systems o
isubsystems/services at a price lower than that offered in the present bid 1o
any other Bank or PSU or Government Department or to any other
arganization/entity whether or not constituted under any law and I it i
found at any stage that similar product/systems o sub
systems/services was supplied by the BIDDER /SELLER/CONTRACTOR/SERVICE
PROVIDER 1¢ any other Bank or PSU or Government Department of ta any
cther organization/entity whether or not constituted under any law, at a
lower price, then that wvery price, with due allowance for elapsed
time, will be applicable to the present case and the difference in
the cost would he refunded by the
BIDDER: SELLER/CONTRACTOR/SERVICE FROVIDER to the BUYER, if the
contract has already been concluded,
189 NA  |C. DELIVERABLES & |S. 5. Penatties/Liquidated Damages Request to consider aggreagte LD and penalty taken together shall not Bidder has to comply with the
SERVICE LEVEL Fenattiss/Liguidated exceed 10% of my 1otal contract value, RFP terms.
AGREEMENTS Damages
(SLAS)
199 HA  |HA A NA Clause not present in RFP: Bidder has to comply with the
SHR: RFP terms.
Bank hereby agrees to make the site ready as per the agreed
spercifications, within the agreed timetines. Bank agrees that bidder shall
not be in any manner be liable for any delay arising out of Gank’s failure
. to make the site ready within the stiputated periad, including but not
limited to lavy of liguidated damages for any delay in performance of
Services under the terms of this Agreement. In case the SITE is not ready
for a coneinious period of 30 days, milestone payment related to
tnstallation will be ret d to vendor based on the SHR report, aiso if
there §s any additional warranty cost due to continious site not readiness
for 0 days, same will be borme by the Bank
191 NA {NA NA WA Clause not pretent in RFP: Biddar has to comply with the
Pass Through Warranty: RFP terms.

Since bidder is acting as a reseller of completed products, bidder shalt
“pass-through” any and all warranties and indemnities received from the
manufacturer or licensor of the progucts and, to the extent, granted by
such manufacturer or licensor, the Bank shalt be the beneficiary of such
manufacturer's or licensor's et and i ities, Further, it is
clarified that bidder shall not provide any additional warranties and
indemnities with respect such products.
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Bani’s Reply

1%1

Ha

HA

Na

NA

Clausé not present in RFP:

ERY:

“It iz agreed chat the price quoted s armived at based an the exchange
rate of 1USD = INR _ (“Base Exchange Rate"). in the event the Base
Exchange Rate either increases or decreases by percentage points greater
than two per cent {2%], the prices shall be charged as per the then
current exchange rate.”

Bidder has to comply with the
RFP terms.

193

Ha

NA

NA

Clause not present in RFP;

Risk and Title:

The risk, title and cwnership of the products shall be transferred to the
Bank upon delivery of such products to the Bank

Bidder has to comply with the
RFP terms.

94

H4

NA

Ha

Ha

|foregoing, Bank agrees that for the tarm of this Agreement and for 3

Clause not present in RFP:

Mon Hire Clause:

Eank acknowledges that personnel to be provided by bidder represent a
significant investment in recrultment and training, the loss of which
would be detrimental te bidder's business. In consideration of the

period of one year thereafter, Bank will not directly or indirectly, recruit,
hire, emplay, engage, or discuss amployment with any bidder employee,
of Induce any such individual to 1eave the employ of bidder. For purpases
of this clause, a bidder employee means any employee or person who has
who has been involved in providing services under this Agreement.,

Bidder has to comply with the
RFP terms,

195

NA&

NA

Clause not present in RFP;

Tax:

Any increase or decrease in the rates of the applicable taxes, duties or
any pew levy on account of changes in law shalt be 1o the account of
Bank.

Bidder has to comply with the
RFP terms,

196

N&

NA

Na

Clauye not present in RFP:

Change Order:

Either party may request a change order (“Change Grder”) in the event of
actual or anticipated change(s} to the agreed scope, Services,
Deliverables, schedule, or any ather aspect of the Statement of
Work/Purchase Order. bidder will prepare a Change Order reflecting the
proposed changes, including the impact on the Deliverables, schedule,
and fee. In the absence of a signed Change Order, bidder shall not be
bound to perform any additionat services.

Bidder has to comply with the
RFP terms.

197

N

N

Clause not present in RFP:

Termination By the Bidder:

Successful Bidder may terminate the Agresment upon written notice 1o
the Bank in the svent that the Bank commits a material breach of the
Agreement of Statement of Work, including non-payment of Tees and fails
Lo cure sach default to the non-defaulting party's reasonable satisfaction
within thirty {30} days after receipt of notice.

Bidder has t¢ comply with the
RFP terms.
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Replies to Prebi eries for RFP 26/2020-21 dated 04/01/2031 for ly, Instaliation, k tion, Rotl Qut erations and Maip curity Orchestratj tion, and Re s& Solution th Canara Bank

sl Page |Section RFP Clause Clause/Tachnical Specification Bidder's Query Bank's Repky

No, Ho.

198 HA  |HA NA HA Clause not present in RFP: Bidder has to comply with the
Credit Petiod for Payment: RFP terms.
Al the payments to be made within 30 days of submission of inveice

199 HA {NA HA Wik Please clarify that any challenges in terms of agent deploymient and Bidder has to comply with the
palicy configuration on Servers / and network equipement at branches of |RFP terms.
any other offices will be handied by M/5 1BM. In case of any delay in
addressing these issues will be excempted from project timelines.

200 NA  |Na N& NA Please clarify that any dependany on Application vendor during the Bidder has to comply with the
integration will be excluded from project timelines. RFP terms,

01 HA  [intagricy Pact Integrity Pact Integrity Pact Integrity Pact Bidder has to comply with the
We agree to axecuts the Integrity Pact given by Canara Bank, provided  (RFP terms.

that there is no Fall Clause in it. Please note that prices quoted are based
on several factors, including quantity, location of delivery, dollar rates,
discounts received from OEMs and other contractual risks. For ali
practical porposes, we request deletion of the Fall Clause from the
Integrity Pact.

'We also wish to bring to your notice, that by way of Office Order dated
47122007, the Central Vigilance Commission [CVC) even circulated copy
of an Integrity Pact, drafted by 54IL and vetted by the Additfonal Solicitor
G L, for & of indfvidual crganizations. The same dees not

jcontain any Fall Clause,

Additionally, CVC issued a Circular dated 13.01.2017, formulatiag
standard operating procedure for adeption of Integrity Pact and the same
does not include Fall Clause as an essential ingredient of the Pact.

Please refer to the enclosed Office Order and Circular, issued by the
Central Vigilance Commission, for your information.
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5L Page |Secticn RFP Clause Clause/Technical Specification Bidder's Query Bank’s Reply

No. Ho.

102 LIST OF CONTENTS |SECTION F - 11. Order Cancellation/Termination of Contract 11.2. The Bank reserves the right to cancel the cantract placed on the Bidder has to comply with the
OWHNERSHIP & $1.2. The Bank reserves the right 1o cancel the contract placed on the selected bidder and RFF terms,
AWARDING OF sedected bidder and recover expenditure incurred by the Bank, after giving a nixice of 30 days
CONTRACT recover expenditure incurred by the Bank on the following circumstances: ta cure the default on the following circumstances:

14.2.1. Non submission of acceptance of order within ¥ days of order.
11.2.2, Excessive delay in execution of order placed by the Bank.

11.2.3. The selected bidder commits a breach of any of the terms and
condftions -

of the bid.

11.2.4. The bidder goes in to liquidation votuntarily or otherwise,

11.2.5. An attachment is levied or continues ta be levied for a period of 7
days

upon the effects of the bid.

11,2.6. The progress made by the selected bidder 15 found to be
unsatisfactory.

11.2.7.f deductions on account of ikquidated Damages exceeds more than
10% of

the total contract price.

11.2.1. Hon submission of acceptance of order within 7 days of order,
14.2.2. Excessive delay in execution of order placed by the Bank,

11.2.3. The selected bidder commits a breach of any of the terms and
conditions

of the bid.

11.2.4. The bidder goes in to liquidation woluntarily or otherwise.

11.2.5. &n attachment is levied ar continues 1¢ be levied for a period of 7
days

upon the effects of the bid.
Hrd-b—The-progressrade by the sclectad-bidderisfound-to-be-

11.2.7. If deductions on account of liquidated Damages exceeds more
than 10% of
the total contract price.

In the event of termination Bank shall pay Bidder for goods delivered and
services rendered till the date of termination.

Date: 01/02/2021
Place: Bengaluru

Deputy General Manager

‘&
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